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ABSTRACT
Cloud storage systems allow data owners to host their data on cloud servers and,use
access their data from cloud servers. The paradigm of data hosting service also introduc

a consumers) can
ity,challenges,
security in
cloud is achieved by signing the data block before sending to the cloud servergM , users should use cloud
storage like the local storage and they didn’t worry about the integrity of th cale cloud storage
systems, the data may be updated dynamically, so existing remote integri ods served for static
archive data are no longer applicable to check the data integrity. ient, and® secure dynamic auditing
protocols desired to convince data owners that the data is correctl . The public auditability for
cloud data storage security is of critical importance so that us xternal audit party to check the
integrity of stored data when needed. To securely introduce anjéffective y auditor (TPA), these are : 1) TPA
should be able to efficiently audit the cloud data storage witho i e local copy of data, and introduce no
additional on-line burden to the cloud user; 2) The thi ess should bring in no new vulnerabilities
towards user data privacy. In this paper, we propo
public auditing.

KEYWORDS: Data storage, privacy-preser , public auditab

ity, cryptographic protocols, cloud computing

INTRODUCTION
Cloud computing elimina

by the cloud is very economical. The
size and database. The clo
Cloud, application so
Through the use of vi

he“need for maintaining expensive computing hardware. The service provided

for what he/she used i.e. based on storage space, processors, ram
cility like storage of data, accessing service and using infrastructure. In
d sefvices are move to the centralized large data center which is not trustworthy.
d resource time-sharing, clouds address with a single set of physical resources for
Thus, clouds promise to enable for their owners the benefits of an economy of
the operating costs for many applications.

providers (CSPs) manage the PCS and offer the services as the following three
rvice, platform as a service, and infrastructure as a service. If you look category wise the

software applications, storage, Infrastructure. Whereas private clouds can accessed by particular
«@Hybrid cloud comprises with public and private cloud. The main challenge in the cloud is data
integrity and’ preserving. Recently many works focusing on providing three advanced features for remote data
integrity checking protocols these are data dynamic, public verifiability and privacy against verifiers. The proposed
system support data dynamics at the block level, including block insertion, blocks modification and block deletion, it
support public verifiability, by which anyone can perform the integrity checking operation. The system supports
privacy against third party verifiers.
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LITERATURE REVIEW

A. Boyang Wang

A novel privacy-preserving mechanism that supports public auditing on shared data stored in the cloud. In
particular, they exploit ring signatures to compute verification metadata needed to audit the correctness of shared
data. [1]

B. G Ateniese, R Burns, R Curtmola, P

A model for provable data possession (PDP) that allows a client that has stored data at an untrusted server to
verify that the server possesses the original data without retrieving it. [2]

C. H. Shacham and B. Waters N
le

The proposed first system built from BLS signatures and secure in the random
retrievability protocol in which the client’s query and server’s response are bothyext
allows public verifiability: anyone can act as a verifier, not just the file owner.[

D. C. Erway, A. Kupcu, C. Papamanthou, and R. Tamassia

The proposed a framework and efficient constructions for dynaic ta possession (DPDP), which
extends the PDP model to support provable updates to stored @ata. The e ew version of authenticated

dictionaries based on rank information.[4]
E. Boyang Wang, Baochun Li and Hui Li
The Proposed the task of allowing a third partm behalf of the cloud client, to verify the

integrity of the dynamic data stored in the cloud. They also identify the difficulties and potential security problems
of direct extensions with fully dynamic data updates.[5]

A 4
F. Boyang Wang \
The proposed a work that achievef integration of*storage correctness insurance and data error localization,

i.e., the identification of mishehaving server (s). IT also supports secure and efficient dynamic operations on data

blocks, including: data update, delete and append. [6]
-

G. B. Chen ‘ ,\

The proposed Remote Data Checking-Network coding (RDC-NC), a novel secure and efficient RDC scheme for
d torage systems. RDC-NC mitigates new attacks that stem from the underlying

mic audit service for verifying the integrity of an untrusted and outsourced storage. The
tructed based on the techniques, fragment structure, random sampling, and index-hash table,

The propose a design a certificate less public auditing mechanism to eliminate the security risks introduced by
PublicKey Infrastructure (PKI). Specifically, with this mechanism public verifier does not need to manage
certificates to choose the right public key for the auditing. [10]

PROBLEM FORMULATION

The aim of this work is to study and implement Data preserving and auditing in cloud server. The owner of
data will audit the shared data and checking the integrity without downloading the complete data. Our system
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achieves batch auditing where multiple delegated auditing tasks from different users can be performed
simultaneously by the third party auditor. Due to multiple delegated auditing performance of auditing will increase
and network overhead will reduce.

SYSTEM ARCHITECTURE

The system model in this paper involves three parties: the cloud server, a group of users and a public verifier.
There are two types of users in a group: the admin and user groups. The admin initially stored data in the cloud and
shares it with groups. Both the admin and group users are members of the group. Every membe
allowed to access and modify shared data. Shared data and its verification metadata (i.e., signatur red in the
cloud server. A public verifier, such as a third party auditor providing expert data auditing se
group intending to utilize shared data is able to publicly verify the integrity of shared daﬁ

When a public verifier wishes to check the integrity of shared data, it first sends an
server. After receiving the auditing challenge, the cloud server responds to the publi€’verifier with apfauditing proof
of the possession of shared data. Then, this public verifier checks the correctn tire data by verifying the
correctness of the auditing proof. Essentially, the process of public auditing 1 d-response protocol
between a public verifier and the cloud server.

Data Dynamics

The meaning of Data Dynamics is to update data dyn |
block insertion, block modification and block deletion.

server. The main operations are

Public Verifiability

During the process of data uploading and do#nloading y sent to the client’s email and can perform
the integrity checking operation. The public v two entities: a challenger that stands for either the
client or any third party verifier, and an adver t stand e untrusted server.

Metadata Key Generation

The metadata is data about data. Let the verifiesV wishes to the store the file F. Let this file F consist of n file
blocks. Initially preprocess the file‘and te metadata to be appended to the file. Let each of the n data blocks have
m bits in them. A typical data file F h ient wishes to store in the cloud.

Each of the Metaddata from,thepdata blocks m; is encrypted by using a RSA algorithm to give a new
modified Meta data M;. t loss of generality Show this process. The encryption method can be improvised to
provide still stronge; Client’s data. All the Meta data bit blocks that are generated using the procedure
are to be concatena gether. This concatenated Meta data should be appended to the file F before storing it at the

cloud server. file F@lo ith the appended Meta data with the cloud.
Public Verifier
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RESEARCH METHODOLOGY
Security is the most important issue in cloud computing. Cloud computing entrusts services with users data,
software and share among the users. Cloud provides a platform as a service (PaaS), software as a service (SaaS) and
Infrastructure as a service (laaS). The cloud provides the support to desktop application to mobile application which
includes web application etc. The basic purpose of the cloud is to eliminate the cost of hardware through the service.
In Cloud maintaining data integrity is one of the most important and difficult task. When we talk about cloud
users, they are using cloud services provided by the cloud provider. So we cannot trust the service provider to handle

information about the user through the email and at the same time it stor
further use for auditing. The system generate metadata key though th
CONCLUSION

Implementation of cloud on local Microsoft Azure
local implementation some of them are Microsoft Azurg

sults. There are many challenges in
2GB file size but uploading the 2GB File

The system provides batch auditing a
Generally the integrity of data is check at local’le nentioned system provides the optimal solution for data
integrity checking and auditing system but same purpose through online hence lot of network

overhead will avoided. The cryptogra Isu late the hash and key generation purpose based on the
uploading file. The system provides highly secure

a storage with facility of auditing with traceability feature.
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