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Abstract- In some distributed systems a user should be able to access data if a user having a
certain set of credentials data or attributes. The method for enforcing such policies are
employ a trusted server to store the data and hypnosis access control .In our paper we present
a system for complex access control on encrypted data that is Cipher-text Policy Attribute-
Based Encryption. The cipher-text policy attribute-based encryption (CP-ABE) is becoming a
cryptographic solution for this issue. The data owner define their own access policies over
user attributes and impliment, the policies on the data to be distributed .So, the major
drawback in previous system is a key escrow problem. The KGC could decrypt any messages
addressed to specific users by generating their private keys. This is not suitable for data
sharing scheme where the data owner make their private data only accessible to designated
users. In addition, applying CP-ABE in the data sharing system introduces another challenge
with regard to the user revocation since the access policies are defined only over the attribute
universe. Therefore, in this study. we propose a novel CP-ABE scheme for a data sharing
system by exploiting the characteristic of the system architecture. The proposed scheme
features the following achievements: 1) the key escrow problem could be solved 1, which is
constructed using the secure two-party computation between the key generation center and
the data-storing center, and 2) fine-grained user revocation per each attribute could be done
by proxy encryption which takes advantage of the selective attribute group key distribution
on top of the ABE.

Keywords—Data sharing, attribute-based encryption, revocation, access control, removing
eSCIowW

Introduction

A recent development of the network and computing technology enables to share their data
with others using online external storages. Attribute-based encryption (ABE) is a promising
cryptographic approach that achieves a fine-grained data access control [3], [4]. [3]. [6]. It
provides a way of defining access policies based on different attributes of the data object.
Especially, cipher-text policy attribute-based encryption (CP-ABE) enables an encryptor to
detine the attribute set over a universe of attributes that a decryptor needs to possess in order
to decrypt the cipher-text, and enforce it on the contents [5] Thus, each user with a different
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data access, which is the traditional access control approach of such as the reference monitor
[1] Nevertheless, applying CP-ABE in the data sharing system has several challenges. In CP-
ABE. the key generation center (KGC) generates private keys of users by applying the
KGC’s master secret keys to users’ associated set of attributes., Thus, the major benefit of this
approach is to largely reduce the need for processing and storing public key certificates under
traditional public key infrastructure(PKI). However, the advantage of the CP-ABE comes
with a major drawback which is known as a kev escrow problem. The KGC can decrvpt
every ciphertext addressed to specific users by generating their attribute kevs. This could be
apotential threat to the data confidentiality or privacy in the data sharing systems. Another
challenge is the key revocation. Since some users may change their associate attributes at
some time, or some private keys might be compromised, key revocation or update for each
attribute is necessary in order to make systems secure. This issue is even more difficult
especially in ABE, since each attribute is conceivably shared by multiple users (henceforth,
we refer to such a set of users as an attribute group). This implies that revocation of any
attribute or any single user in an attribute group would affect all users in the group. It may
result i bottleneck during rekeying procedure or security degradation due to the windows of
vulnerability.

Related Work

ABE comes in two flavors called key-policy ABE (KP-ABE) and ciphertext-policy ABE. In
KP-ABE, attributes are used to describe the encrypted data and policies are built info users’
keys; while in CP-ABE. the attributes are used to describe users’ credentials, and an
encryptor determines a policy on who can decrypt the data. Between the two approaches, CP-
ABE 1s more appropriate to the data haring system because 1t puts the access policy decisions
in the hands of the data owners[1].Cipher text-Policy Attribute-Based Eneryption (CP-ABE),
a user secret key is associated with a set of attributes. and the cipher text is associated with an
access policy over attributes. The user can deerypt the cipher text if and only if the attribute
set of lus secret key satisfies the access policy specified in the cipher text. In several
distributed systems a user should only be able to access data if a user posses a certain set of
credentials or attributes. Currently, the only method for enforcing such policies is to employ a
trusted server to store the data and mediate access control [2]. In [3]. they created public key
revocation encryption systems with small cryptographic private and public keys. Their
systems have two important features relating respectively to public and private key size. First,
public keys in our two systems are short and enable a user to create a cipher text that revokes
an unbounded number of users. This 1s m contrast to other systems where the public
parameters bound the number of users in the system and must be updated to allow more
users. Second, the cryptographic key material that must be stored securely on the receiving
devices is small. Keeping the size of private key storage as low as possible is important as
cryptographic keys will often be stored in tamper-resistant memory. which is more costly.
This can be especially critical in small devices such as sensor nodes, where maintaining low
device cost is particularly crucial [3]. Identity-based encryption (IBE) is an exciting
alternative to public-key encryption, as IBE eliminates the need for a Public Key
Infrastructure (PKI). The senders using an IBE do not need to look up the public keys and the
corresponding certificates of the receivers, the identities (e.g. emails or IP addresses) of the
latter are sufficient to encryvpt. Any setting, PKI- or identity-based, must provide a means to
revoke users from the system. The most practical solution requires the senders to also use
time periods when encrypting, and all the receivers (regardless of whether their keys have
been compromised or not) to update their private keys regularly by contacting the trusted
authority [4].
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1[Existing Systems and Proposed Solution

The key escrow problem could be solved by escrow-free key issuing protocol, which is
constructed using the secure two-party computation between the key generation centre and
the data storing centre, fine-grained user revocation per each attribute could be done by proxy
encryption which takes advantage of the selective attribute group key distribution on top of
the ABE. The performance and security analyses indicate that the proposed scheme is
efficient to securely manage the data distributed in the data sharing system

AJExistin g System
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generation center (KGC) generate the private keys of users with its secret information .The
key escrow problem is inherent such that the KGC can decrypt every cipher text addressed to
users 1n the system by generating their secret keys at any tume. The key generation center
could decrypt any messages to specific users by generating their private keys. This is not

ciiitahla for data charno ceenaring where the data oumer wonld malke their nrivata data onlsr
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accessible to the users.

BJProposed Solution

In this paper, we propose a novel CP-ABE scheme for a secure data sharing. The key issuing
protocol generates and issues private keys by performing a secure two-party computation
(2PC) protocol between the KGC and the data storing centre with their own master secrets.
The 2PC protocol deters them from obtaining any master secret information of each other
such that none of them could generate the whole set of user keys alone. The data
confidentiality and pnvacy can be cryptographically enforced against any curious KGC or
data storing centre in the proposed scheme.The key escrow ploblem could be solved by
escrow-free key 1ssuing protocol, which 1s constructed usmg the secure two-party
computation between the key generation centre and the data storing centre. Fine-grained user
revocation per each attribute could be done by proxy encryption which takes advantage of the
selective attribute group key distribution on top of the ABE.

2] Attribute Based Data Sharing System

AlData Owner

It is a client who owns data, and wishes to upload it into the external data storing centre for
ease of sharing or for cost saving. A data owner is responsible for defining (attribute based)
access policy, and enforcing it on its own data by encrypting the data under the policy before
distributing it. Data Owner to get key from key generator Encrypt the file. Encryption is the
conversion of data into a form, called a cipher text that cannot be easily understood by
unauthonized people

BJData Storing Cenire

It is an entity that provides a data sharing service. It is in charge of controlling the accesses
from outside users to the storing data and providing corresponding contents services. The
data storing centre is another key authority that generates personalized user key with the
KGC, and issues and revokes attribute group keys to valid users per each attribute, which are
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used to enforce a fine-grained user access control. Data storing centre store the data. Data
Storage Centres provides offsite record and tape storage, retrieval, delivery and destruction
Services.

C]User

This is an entity who wants to access the data. If a user possesses a set of attributes satisfying
the access policy of the encrypted data defined by the data owner, and is not revoked in any
of the attribute groups, then he will be able to decrypt the cipher text and obtain the data.

DjKey Generation Cenire

It 1s a key authority that generates public and secret parameters for CP-ABE. It is in charge of
issuing, revoking, and updating attribute keys for users. It grants differential access rights to
individual users based on their attributes. Key generation is the process of generating keys for
cryptography. A key is used to encrypt and decrypt whatever data is being encrypted or

decrypted.

Key gunsration center

manage T manage

encrypted data acress

Data ovner

Data storing center

Fig.1-Architecture of a data sharing system.

Application
e Military application
¢ Companies
e Personal data sharing

Conclusion

In our paper, we proposed a attribute based data sharing scheme to enforce a fine-grained
data access confrol by exploiting the characteristic of the data sharing system. The proposed
scheme features a key 1ssuing mechanism that removes key escrow during the key generation.
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