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Mobile Ad hoc network is an infrastructure less communication network with d urces, To maintain virtual
infrastructure for communication broadcasting mechanisms is used. Due to lack l‘eMiency in Mobile Ad
hoc network, there is a need to develop an efficient broadcasting mo i s energy efficiency. Also
nodes with malicious behaviour cause an internal threat that disobe d degrades the performance of
routing protocols. This paper introduced an enhanced rebroadcas al e rebroadcasting decision for
next hop is immediate or delayed on the basis of trust value a ticular node. This approach helps
to decrease number of rebroadcast, energy consumption and 4150 enhancés, segiirity. The decision is made with trust
value associated with node, their remaining energy and total nigaber of Md nodes.
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INTRODUCTION
Mobile Adhoc NET work (MANET) is cap of building a‘network without any fixed infrastructure. In MANET,
nodes act as a router as well as host, w, multizhop transactions with rebroadcasting the received packets.
This network has a wide range of ap i in the fields like emergency situations, disaster rescue operations,

transmitted by a node is si
discovery and network
received packet in the” ne

by all its neighbors. This mechanism is effectively used for route
t way of broadcasting is flooding in which every node rebroadcasts the
n large mobile environments, flooding has the overhead of redundant
retransmission, coum and ‘epllisions [5]. MANET is vulnerable to various types of attacks because of open
infrastructure, dyna#ai twork tepology, lack of central administration. Due to this fact malicious nodes can
compromise iable behavior. Along with this Mobile ad hoc network devices rely on exhaustive
means of en
forwardin acket to'verify whether node is authenticate or is having sufficient energy to forward packet in

rk.

failure. It increases routing overhead which cannot be ignored. Common technique for route discovery is
broadcasting which increases number of rebroadcasts and leads to broadcast storm problem.

D. Johnson et al. [1] gives the Dynamic Source Routing protocol (DSR), which is particularly used in multi-hop
infrastructure. "Route Discovery" and "Route Maintenance", allows route discovery and maintenance of arbitrary
destinations. Advantages of the DSR protocol consist of assured loop-free routing in unidirectional link network,
“soft state" routing and quick recovery when routes in the network vary.

N. Karthikeyanet al. [2] addressed schemes to reduce redundant rebroadcasts, implements separate timing of
rebroadcasts to improve this problem, thus routing performance gets better.
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A. Keshavarz-Haddadyet al. [3] proposes deterministic timer-based broadcast schemes: Dynamic Connector-
Connector Broadcast (DCCB) and Dynamic Reflector Broadcast (DRB). A deterministic, timer-based broadcast
scheme gives assurance of full reach ability over an optimistic lossless MAC layer; it provides strength against node
failure.
J. Kim et al. [4] addressed a probabilistic broadcasting scheme based on coverage area and neighbour confirmation.
To set rebroadcast probability neighbour confirmation and coverage area are used which guarantees reach ability.
F. Stan net al. [5] introduces Robust Broadcast Propagation (RBP) protocol which gives near great reliability for
flooding in wireless networks with good efficiency. = Due to change in network topology frequent path failures
occurs, due to which there is increase in the routing control overhead.
Xin et al. [6] gives a neighbour coverage-based probabilistic rebroadcast protocol (NCPR) forreducing routing
overhead in MANETs. Numbers of retransmission are minimized by considering neighbour
decreases routing overhead and improves routing performance. 4
Along with these certain trust based protocols where implemented which give‘ er‘M calcu
trustworthiness of neighbours to avoid malicious nodes intercepting within communicatiof, A W
U.Ramyaet al. [7] in this paper, To minimize energy consumption of node thgee factors liktre mobility,
malicious behaviour and unauthenticated node are considered. For this purpose MWased Routing Algorithm
(EBRA) is given which ensures the minimum energy consumption rate. - 4
oWin MANET", which
rktraffic. Objective of this
paper is to identify and isolate the malicious nodes, which deals wi
packet drop attack.

Suchita Gupta and AshishChourey [8] explains “Performance evaluation of pac
K. Sreenivasuluet al. [9] this paper gives an optimized i SRWQOS, that provides Energy

consists of detection and isolation of misbehaving nodes which in turn r

Power Control Approach, Transmission Power Optimization:
maintained.
Pedro B. Vellosoet al. [10] proposes human based tr@st mode ds trustworthy relationship between nodes
ocol (REP) is introduced which allows nodes to
share recommendation about neighbours. Pap
Shilpa S. G. et al. [11] proposes a trust mo trus ines§ of each node is determined based on trust value and
remaining energy of each node. On the basis of which e selection is done.

Aravindh S. et al. [12] gives concept o . if trist counter falls below certain threshold the particular node
is marked as malicious and is isolated hich increases performance of network. Also by this packet
forwarding decision is taken. It wor i ndler, Reputation accumulator.

PROPOSED WORK
To improve performan it is necessary to consider energy efficiency of node and trust. If node falls

t node is selected for route discovery then on failure of that node the discovery is

performance.
Each node is
a node s

battery life, also each node have set of neighbour it is associated with say, N(n;). When

acket to its neighbours it forwards its neighbour set N(s), along with trust values

NT(s, t).

packet from neighbour instead of rebroadcasting RREQ packet to further nodes, the

BO) is found on the basic of following three factors:

eighbour ratio (UNR):It is ratio of neighbours covered by previous node and total number of

f current node [6].

e Trust value of node: Each node is associated with trust value of every neighbour. The trust value represents
trustiness of its neighbour. Based on experiences trust value is adjusted. On the basis of which whether that
node is included or excluded is considered [11].

e  Energy of particular note: Every node in the MANET calculates its power consumption and finds the remaining
energy periodically.[21]
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A. UNCOVERED NEIGHBOUR RATIO (UNR):
When n; receives RREQ from its neighbour it first calculates its uncovered neighbour set (UNS) values,

UNS (n;) = N(n;) — [N(n;) N N(s)] (D

Where,
N (n;) = neighbours set of node n;
N(s) =neighbours set of node s

The node which has a lower Rebroadcast order (RBO) may listen to RREQ packets fro e nodes having
larger RBO. Thus, node could further adjust its UCN.
Then, the UNS (n;) can be adjusted as follows: 4

UNS (n;) = N(ny) — [N(n;) n N(n;)] Ve N N

After adjusting the UNS, the RREQ packet received from n; ig discarded ,

d. These are the nodes

When the timer of the rebroadcast order of node n; expires, final U
which need to receive and process the RREQ pa
Uncovered neighbour ratio (UNR) is calculated

UNS(n;)

UNR(m) =5

This Uncovered Neighbor Ratio indicates number of fiodes remdined 16 be covered.
B. TRUST VALUE OF NODE:
A trust value of each neighbour is stored which représe
trust value will be adjusted [15]. }

The trust can be calculated by three parameter:

Malicious (m): The node is said to be mali "\d er sends any message to or from node y. Here trust
value between both of them is low and that e is malicious is very high.

Known (k): Here node x and node y h; age communication previously, the trust value between them is
not low or high, malicious behaviour o
Friend (f): When there is huge mes tween two nodes then trust value of both is very high. Having
malicious behaviour is very lew.
On the basis of m, k, f no
neighbours is found.
Trust values of nod are alsg updated as,

ach neighbour. On the basis of experiences

(ni) — (tprev(ni)‘*‘trec(ni)) (4)

2
tprev(ni) = Trust previously calculated.
trec(nj) = Trust received from neighbour.
R RTICULAR NODE:
e in the MANET calculates its power consumption and finds the remaining energy periodically.
is“ealculated on the basic of remaining energy and consumed energy. Consumed energy may be energy

consumed for transmission of packet or energy consumed for reception of packet. Therefore remaining energy
Erem(n;) of particular node is:

Erem(;) = Ecyrr(ni) — Econs (n;) ©)

Ecurr(1nj) = Current energy of node n;.
Econs(nj) = Energy consumed by node n;.

Finally rebroadcast Order (RBO) is considered with combination of all above parameters;
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RBO (n;) = UNR(n;) * t(n;) * Erem (n;) (6)

=% RREQ. Trust. Neighbor Matici nersy T ——
—>  UNS. Trust upgrade rer:

Fig. 1 A trustworthy boradcasting considering energy and trust constraint

[
By considering rebroadcast Order (RBO) the RREQ order is defined, the nodes having“high Mc‘ ered to
be most trustworthy node so broadcasting is to be done. Means if UNR becomes 0 nf¢ans<all neig ¢ covered so
that node need not have to rebroadcast as already every neighbour is covered. Alsg when fewer neiﬂours covered
nodes forward first, then remaining nodes with higher covered neighbours au cally covered. If certain
node falls below certain threshold of energy or trust then request is dropped.

PROPOSED ALGORITHM .
{sis source node, RREQ is route request packet, UNS uncovered neigh
1. Initialize nodes in MANET with initial trust values.
st es of neighbour.

2. s Broadcasts RREQ packet along with Neighbour an
3. Calculate UNS and Trust of all neighbours. y
{Calculation of battery life and trust values is done at interediate nedes. }

4. If battery life or node trust is below threshol
a. Drop packet. Remain silent
5. Else if all neighbours of node are cove

a. Drop packet. Remain silen

6. Else

a. Broadcast RREQ packet according to reproadcast Order.

CONCLUSION

A new neighbour based broadcastin r mobile ad hoc network is introduced to reduce routing and

maintenance overhead of thé network g with Energy consumption and security. A trust based authenticity of
node is analyzed so untr nodes@ avoided for further rebroadcasting of RREQ packets. Which in turn reduced
retransmissions of packets andgouting overhead, also avoids untrusted false route generation. This method includes
neighbour coveragmer based approach to identify the immediate rebroadcasting and wait state nodes. This
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