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ABSTRACT vl
When we consider the online service or desktop application there is major issue of seefrit d password

schemes has some drawbacks like hacking of password, shoulder-surfing attack as far as %ssword iséeoncern, online
password guessing attack, relay attack. Hence there must be system that provides goed Solution for such password
cracking attacks. There are many solutions for it and various password schem i t achieves this. The

steéps as far as registration
complicated Al processes are
exhaustive for common user of the system. In this paper we p tication scheme which consist of
graphical password based captcha challenge image. It consist d a graphical password schemes.

We extend the use of captcha as human present recognition as well a ical password hence it provides all

benefits of captcha and make system more powerful fro rWtf view.

INTRODUCTION
Cracking password is regular practice. Thes
shoulder surfing etc. Such attacks raise a bi
standard internet security technique to p

like online guessing attack, online dictionary attack,
e rity of system. In the current era, captcha is used as

il, online registration and other services from being abused

approach towards hard Al problems
underexplored capabilities of captchds In*this papet we extend the capabilities and schemes discussed by Bin B. Zhu
et.al in [1]. To explore the solutions fi c d enhance its features captcha as password technique found great
advantages which is efficieit to av?b d online guessing attacks. Automatic trail and human guessing attacks
are also serious proble sectrity point of view. There must be a system that provides a smart and efficient
solution for these att

EXISTING SYST
e developed where captcha is used for login authentication. Passface system [3], in
user needs to recognize correct faces in several rounds where order is not important.
decided at time of registration. System named Story [4] is similar to Passface but at time
quential order of face clicks are important. Déja vu [5] was also system which uses large set
erated random art images. Requirement of cognitive authentication [6] was in focus, in this system
path to be generated through a panel of images. When drawbacks of above said systems are
considered. There are also some systems that discussed in [7] [8] [9] works on it. These systems used recall-based
schemes in which user needs to regenerate the same interaction result without cueing. After recall based schemes,
cued-recall techniques were used. In this an external cue is provided to help memorize and enter a password. There
are systems like Pass Points [10], Cued Click Points (CCP) [11] and Persuasive Cued Click Points (PCCP) [12]
which work on cued-recall technique. Among these types, recognition is considered the easiest for human memory
whereas pure recall is the hardest. Online guessing attacks are difficult to defend against recognition schemes.
Experimentally [13] it is proved that recognition schemes can be broken by guessing attack using dictionary with
massive entries and hotspot still remain the problem. Basically there are two types of catches: 1. Text Captcha, 2.
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Image Recognition Captcha. Among this image recognition by machine is critical task. Hence image recognition

part is fixed when we consider captcha as a password scheme. To use captcha in authentication there was system
[14] that uses captcha and password in a user authentication protocol, which was called Captcha-based Password
Authentication (CbPA) protocol. Drawback of this protocol is that captcha is an independent entity used together
with a text or graphical password. On the contrary, our proposed system consists of captcha and a graphical
password which are intrinsically combined into a single entity. To provide good solution for brute force attack,
automatic guessing attack and human guessing attack proposed system implements different and dynamic approach.

VN
PROPOSED SYSTEM
Shuffle Input is a recognition based scheme with shuffled input. In this scheme we used caWaphical
password and as a part of contribution we introduced the following options to it. hd )
A

=
¥

N

s and special characters on it. In option
rd, P = {“h”, “e”, “I”, “1”, “0”} then user
e option 1 from drop down menu followed
user name and fetch its original password. After
all possible combinations of password alphabets.
ssword hence it is a smart solution for shoulder-surfing as

that it checks the option if 1t is registered o
Each time user can provide combination of
well as dictionary attack.

OPTION 2: REVERSED PASS

In this option user will get captcha ¢ havmg alphabets, numbers and special characters on it. In option
2, user can provide his pas i For example, if password, P = {“h”, “e”, “I”, “I”, “0”} then user
can provide “olleh”. Whi in i user first has to select the option 2 from drop down menu followed by
clicking reverse passwo authentication server verifies user name and fetch its original password. After that

it checks the optlo i d option then it allows reverse of password alphabets. Each time user can provide
reverse of his origi

ssword by skipping particular words from his password in sequence. For example if P=
is password then user can jump over one character in sequence then user can provide “hlo”
st has to select the option 3 from drop down menu followed by clicking skipped sequence of
authentication server verifies user name and fetch its original password. After that it checks the

sequence of password of his original password hence it is a smart solution for shoulder surfing, dictionary attack and
online guessing attacks.

SECURITY ANALYSIS
The complexity of proposed scheme i.e. shuffled input scheme is exponentially dependent on number of
objects/characters M in the scheme and polynomially dependant on size N of captcha object/character.
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Hence, it can be represented as: C=aMP(N), where, a is a parameter >1 and P( ) is polynomial function. The

complexity to break captcha challenge image is oaMP(N)/(okP(N)). Where, k is length of password object/
characters. As we increase the password space the complexity to break the captcha challenge image also increases.

CONCLUSION

We used click based captcha as graphical password and based on that we proposed and implemented shuffled input
password scheme. With the correct use of image processing and Al techniques, we provided solution to online
password guessing attack, dictionary attack, and relay attack. Application of proposed system is used to offer
reasonable security and usability and appears to fit well with some practical systems for improvzmline security.

This concept is also useful for desktop applications. Overall, we provided smart solutions as far aspassword security
and attacks are concerned with the help of Al ‘v'—“
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