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The article deals with the application of the queuing theory apparatus for analyzing the diagnostic processes 

of data transmission networks (DTN). It is shown that with an increase in the complexity of DTN and 

existing tools and algorithms for their diagnostics, it seems expedient to create automated diagnostics 

systems that take into account the disadvantages and advantages of existing network diagnostics methods. 

The existing analytical methods (in the capacity of which probabilistic methods of the queuing theory are 

used) and statistical (methods of simulation modeling) are presented. In terms of the queuing system (QS), 

the analysis of the closed (QS), open (QS) is carried out and their characteristics are determined. The 

analysis of the statistical method for modeling the diagnostic system in the GPSS World environment is 

carried out. Models of the DTN diagnostics system are considered from the point of view of closed and open 

queuing systems. For analytical models of DTN diagnostic systems, the possibility of using the QS is 

considered, as a result of which the general structure of the main elements and procedures for the 

functioning of the diagnostic system are determined. The analysis of the possibilities of using the queuing 

theory made it possible to determine the analytical regularities for the model of diagnostic systems. The 

creation of automated diagnostic systems based on a queuing system provides a deep and accurate analysis 

of the characteristics of diagnostics and, therefore, is a promising direction in the development of systems 

for the technical operation and maintenance of DTN. 

 

Keywords: data transmission systems, testability, probability, closed QS and open QS. 

 

When constructing modern DTNs, an urgent task is to study methods to improve the quality of their 

functioning. The difficulty in solving this problem lies in the fact that the continuous increase in the 

complexity of modern DTNs causes significant difficulties in the reliable assessment of their technical 

condition under operating conditions [1-6]. 

The main criterion for DTN reliability is the availability factor, which is the mean time between failures, 

which characterizes the system's reliability and the mean recovery time, which characterizes the 

maintainability. Under DTN operating conditions, the most important of the two components is the recovery 

time, which is determined by the time of detection (control) and the time of search (diagnostics) of a 
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malfunction. As international practice shows, one of the main areas of work is associated with improving the 

technical and operational characteristics of the DTN and its technical means by improving the 

maintainability indicators [7-10]. In turn, DTN maintainability is largely determined by testability, which 

must be ensured at an early stage of systems design. The use of most of the existing control methods leads to 

a large space-time gap between the occurrence and detection of faults. 

Currently, there is no single concept of ensuring traceability and, accordingly, there is no universal method 

for determining the effectiveness of increasing the level of traceability, taking into account all stages of the 

DTN life cycle [11]. 

Testability is understood as a property of a system that determines its adaptability to monitoring its technical 

condition during operation. The DTN design stage is the stage at which the testability requirements are 

formed and the testability indicators are assessed. 

When creating a DTN diagnostic system, the diagnostic process includes such stages as collecting initial 

information, identifying a malfunction and localizing a malfunction. At the same time, the initial 

information includes information about defects received from users, information about non-standard 

situations during maintenance and other data collected by service personnel. 

There are analytical methods (in the capacity of which probabilistic methods of queuing theory are used) and 

statistical (methods of simulation) [10]. 

In the general case, a simplified algorithm for the functioning of the diagnostic system will correspond to the 

following. 

Let us imagine a diagnostic system (DS) as a queuing system and a data transmission network with its 

network elements as sources of requests. Consider possible mathematical models in terms of QS, closed QS 

and open QS [1]. 

Consider a closed DM model as a system of a single-line model with several sources of requests with a 

queue [11]. 

The model belongs to a closed form with final sources of claims. In such a model, each source generates 

claims, but cannot generate a subsequent claim until the previous one is served or leaves the service system. 

When considering the model, we will accept the condition that incoming claims are always service 

generators and that they always occupy a place of unit length in the queue. By loading the DS model, we 

agree to understand its analogue from the queuing theory, i.e. the ratio of the number of requests served 

during the same interval. 

In a closed QS, the source of claims is located inside the system, i.e. interaction of the DM with a network 

element that periodically requires maintenance. The intensity of service requests depends on how many 

technical devices are currently operating. Service request receipt from one item. We will consider the flow 

of requests for servicing to be a Poisson flow with parameter λ. The flow of claims from j devices is Poisson 

with intensity jλ. The failed device can be serviced by one of the service channels. Let µ be the service rate 

in a separate channel. 

The characteristics of a closed QS include. 

1. Average number of technical devices in the queue for service 
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3. Average number of non-working technical devices: 
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4. The likelihood that the technical device will be idle: 
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5. The likelihood that the technical device will work: 
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6. Average number of channels occupied by service: 
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                                       (6) 

7. The average number of technical devices serviced per unit of time (the performance of the queuing 

system, or the absolute throughput of the QS): 

                                                           z=0                                                                    (7) 

Let us consider an open (open) QS (OQS) as a system that contains one or more external independent 

sources of applications, i.e. whether the element works as a whole or there is a malfunction in the block of 

the element that generates claims to the network, regardless of the number of claims in the network. Any 

number of applications can be simultaneously in the OQS, their number is not limited. An external 

environment is associated with the OQS, from which requests come to the network and to which they return 

after being serviced in the network. 

 The network characteristics of OQS include: 

- the average number of claims waiting for service in the network and the average number of claims in the 

network; 

- average waiting time and average time of requests staying in the network;      
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where lj – average queue length and mj – average number of requests in a node j;  
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where wj uj – respectively, the average waiting time and the average residence time of claims in the node j; aj 

– transmission coefficient for node j, which shows the average number of hits of a claim to node j during its 

time in the network. 

The composition of the parameters of the open and closed QS differs in only one parameter, namely, for the 

CQS, in contrast to the OQS instead of the intensity λ0 the arrival of applications in the network, it is 

necessary to set the number of applications constantly circulating in the network M. 

Based on the above, an analytical model of the interaction of data transmission equipment with a diagnostic 

center can be presented. 

In this case, the main component of the flow of applications, of course, are messages related to the detection 

of various kinds of failures, failures and malfunctions in the operation of the DTN. It can be assumed that 

the main factors affecting the characteristics of the flow of information messages are the intensity of the 

flow of registered faults, which depends on the functioning of the diagnostic control system. Hence, a closed 

QS system can be considered as a model of interaction without an adapter, and an open QS with an adapter. 
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Models of interaction between the diagnostic center and the diagnosed DTN Fig. 1, closed QS and Fig. 2, 

open QS. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Model of the diagnostic system from the point of view of a closed QS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Model of the diagnostic system with the inclusion of the adapter from the point of view of an open 

QS 
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➢ Let's describe the following blocks and the principle of operation: 

➢ λ1 – the intensity of the message flow from the diagnostic object (data transmissionequipment) to the 

resident diagnostic tool (in-system messages); 

➢ λ1′ – the rate of message flow from the resident diagnostic tool to the diagnostic center; 

➢ λ1′′ – the flow of messages served automatically in the resident diagnostic tool; 

➢ λ2 - message flow from the diagnostic center; 

➢ S1 – queue that accumulates messages from a stream λ1; 

➢ V1 – service and sieve flow device λ1; 

➢ S1′ – queue that accumulates messages from a stream λ1′; 

➢ V1′ - device serving and sieving flow λ1′; 

➢ S2 – queue that accumulates messages from a stream λ2; 

➢ V2 - device serving and sieving flow λ3. 

In this model, after issuing a diagnostic task to the device V1 diagnostic information (the result of the 

diagnostic control) is received from the data transmission equipment. The V1 device in the resident 

diagnostic tool performs the basic functions of the diagnostic control, as well as processes and sifts the 

stream of service messages. Some of the messages coming from the side of the diagnosed data transmission 

equipment are processed directly in V1, and the sifted stream is transmitted to the V1 'device, which 

transmits it via a physical channel to the diagnostic center. The V2 device is implemented in the diagnostic 

center, which is responsible for processing incoming messages from V1 ′ and translating messages generated 

in the diagnostic center. 

From the description of the model of this system, it can be seen that it is a two-phase queuing system 

(closed): the first phase is performed by the device V1, and the second – V3. In this case, the processes of 

servicing threads λ1 and λ1′ are described by the distribution function between messages (claims) of the flow  

λ1 and the distribution function of the service time of the stream λ1′ respectively,  S1 and  S1′ – the number of 

messages (requests) in the queues.  

Consider a statistical modeling method based on the GPSS program. 

GPSS (General Purpose Simulation System) is a general purpose simulation system designed to develop 

models of complex systems with discrete and continuous functioning and conduct experiments in order to 

study the properties and patterns of processes occurring in them, as well as select the best design solution 

among several possible options ... Among the many implementations of GPSS, one of the most available and 

popular is GPSS World, in which the following models were simulated, which are designed to work on 

personal computers running the Windows operating system. GPSS World has a convenient multi-window 

user interface, built-in visualization and interactive control of the modeling process, an extensive library of 

built-in procedures, including random variable generators for more than two dozen probability distributions. 

All this makes the modeling process efficient and intuitive. 

 

Model 1: closed QS with a homogeneous flow of applications 

We assume that the above linear open QS with a homogeneous flow of requests and two nodes is 

transformed into a closed one. QS (Fig. 3), in which a constant number of applications circulates: M = 5. 

As in the previous model, after service at node 1 customers with probability p12=0,8 go to service at node 2 

and with probability p10=0, 2 return to node 1, and p10+p12=1.  Let the zero point be chosen on the arc 

outgoing from node 1 and entering again into node 1 as shown in Fig. 3. 
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Fig. 3.Closed QS 

 

- With respect to this point, such network characteristics will be measured as the performance of 

the CQS and the time spent by applications in the network. The duration of servicing requests in two-

channel node 1 is distributed according to a uniform law in the interval from 10 to 20 seconds, and the 

duration of servicing requests in a single-channel node 2 is distributed exponentially with an average 

value of 20 s. 

- Thus, a brief description of the considered closed QS is as follows: 

- - the number of streams (classes) of applications: H = 1; 

- - number of nodes in the network: n = 2; 

- - the number of applications circulating in the closed network: M = 5; 

- - the number of service devices in node 1: K1=2 ;  

- - the duration of servicing requests in node 1 is distributed evenly in the interval from 10 to 20 s 

(15 ± 5 s); 

- - the number of service devices in node 2: K2 =1; 

- the duration of servicing requests at node 2 is distributed exponentially with an average value of 20 s. 

- the capacity of the storage units in the network nodes is sufficient to ensure that there is no loss of claims 

in the network, which determines the linearity of the network; in our case, we can assume that the capacity 

of each storage device coincides with the number of applications circulating in the network. 

The main difference between a closed QS and an open one is the absence of an external source of claims 

(element blocks), while in the GPSS-model of a closed QS, it is necessary to implement circulation in the 

network of a constant number of claims (in our model, five claims). 

4. Closed CQS 

A fragment of the report is presented, from which all the main characteristics of the closed QS functioning 

(the most interesting and important simulation results are highlighted in a frame). This shows that the 

GENERATE statement generated only 5 transactions during the simulation, which were constantly 

circulating in the model. At the same time, transactions passed through the first node (ENTER block) N1 = 

61934 times, through the second (SEIZE block) - N2 = 49658 times, and through the zero point 

(TABULATE block) - N0 = 12272 times. The last value allows you to calculate one of the main network 

characteristics of a closed QS - network performance, as the ratio of the number of requests (transactions) 

that have passed through the zero point of the QS during the simulation T = 1,000,000, by this time 

[3]:  , 

about 44 applications per hour. 

The gear ratios for each of the nodes can be calculated as follows: 
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. 

Node loads (UTIL) are respectively equal: p1=0,464 and p2=0,993. 

Average queue lengths (AVE.CONT.) In the QS nodes is: l1=0,143 and l2=2,936. 

The distribution of the waiting times of claims at the QS nodes and the time spent by claims in the network, 

in addition to the average values of time characteristics, allows us to obtain their standard deviations [3]: 

 
 

For the purpose of a detailed analysis of the properties of the system under study, it is possible to obtain the 

result in the form of histograms of the density distribution of the waiting time of claims in the node. 

The simulation program is presented in the appendix. The histograms show the performance of the network: 

at node 1, there is a gradual decrease in claims, while at the node there is a gradual accumulation of claims, 

and then a decrease, which is characteristic of a closed QS. 

We assume that an inhomogeneous flow of requests of two classes arrives at a linear open QS with two 

nodes. Applications of class 1 (solid line, element blocks) and class 2 (dashed line, elements) arrive at node 

1 and form the simplest flows with average intervals of 100 and 50 seconds, respectively. After service at 

node 1, claims of class 1 with probability P12 = 0.8 go to service at node 2 and leave the QS with probability 

P10 = 0.2. Class 2 orders are served only in node 1, after which they leave the QS. 

The duration of servicing claims of class 1 and 2 in a two-channel node 1 are uniformly distributed random 

variables in the intervals (15 ± 5) and (10 ± 5) seconds, respectively. 

The duration of servicing class 2 claims in a single-channel node 2 is a random variable distributed 

exponentially with an average value of 20 seconds. 

- Brief description of the considered QS: 

- - the number of streams (classes) of applications: H = 2; 

- - number of nodes in the network: n = 2; 

- - the number of service devices in node 1: K1 = 2; 

- - the number of service devices in node 2: K2 = 1; 

- - the storage capacity in the network nodes is not limited, that is, there can be no loss of claims in 

network 2, which determines the linearity of the network; 

- - the flows of applications of class 1 and class 2 are the simplest; 

- - the average interval between incoming applications of class 1:a0(1)=100с;  

- - the average interval between incoming class applications 2: a0(2)=50c; 

- - the duration of service of claims of class 1 at node 1 is distributed evenly in the interval from 10 

to 20с: b1(1)=15±5с; 

- - the duration of service of claims of class 2 at node 1 is distributed evenly in the interval from 5 

to 15 s: b1(2)=10±5с; 

- длительность обслуживания заявок класса 1 в узле 2 распределена по экспоненциальному 

закону со средним значением 20с: b2(1)=20c. 

A report is presented with the results of simulation of an open-loop QS with two classes of applications for a 

value of 100000. And in the START command, specified at the start of the simulation process. Analysis of 
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the presented report allows us to obtain the main characteristics of the functioning of an open-loop QS with 

a non-uniform flow of applications. 

 

Model 2: open-loop QS with a non-uniform flow of applications. 

We assume that an inhomogeneous flow of requests of two classes arrives at a linear open QS with two 

nodes (Fig. 5). Applications of class 1 (solid line, element blocks) and class 2 (dashed line, elements) arrive 

at node 1 and form the simplest flows with average intervals of 100 and 50 seconds, respectively. After 

service at node 1, claims of class 1 with probability P12 = 0.8 go to service at node 2 and leave the QS with 

probability P10 = 0.2. Class 2 orders are served only in node 1, after which they leave the QS.   

 

 
Fig. 5. Open-loop QS with an inhomogeneous flow of applications 

 

The duration of servicing claims of class 1 and 2 in a two-channel node 1 are uniformly distributed random 

variables in the intervals (15 ± 5) and (10 ± 5) seconds, respectively. 

The duration of servicing class 2 claims in a single-channel node 2 is a random variable distributed 

exponentially with an average value of 20 seconds. 

- Brief description of the considered QS: 

- - the number of streams (classes) of applications: H = 2; 

- - number of nodes in the network: n = 2; 

- - the number of service devices in node 1: K1 = 2; 

- - the number of service devices in node 2: K2 = 1; 

- - the storage capacity in the network nodes is not limited, that is, there can be no loss of claims in 

network 2, which determines the linearity of the network; 

- - the flows of applications of class 1 and class 2 are the simplest; 

- - the average interval between incoming applications of class 1:a0(1)=100с;  

- - the average interval between incoming class applications 2: a0(2)=50c; 

- - the duration of servicing claims of class 1 at node 1 is distributed evenly in the interval from 10 

to 20 s:b1(1)=15±5с; 

- - the duration of servicing claims of class 2 at node 1 is distributed evenly in the interval from 5 

to 15 s:b1(2)=10±5с; 

- - the duration of servicing claims of class 1 at node 2 is distributed exponentially with an average 

value of 20s: b2(1)=20c. 
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Fig. 6. Opened QS 
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Figure 6 shows a report with the results of simulation of an open QS with two classes of orders for the value 

of 100000 of operand A in the START command, specified at the start of the simulation process. Analysis of 

the presented report allows one to obtain the main characteristics of the functioning of an open-loop QS with 

a non-uniform flow of applications (the most interesting and important results of modeling are highlighted in 

a box). 

During the simulation, through the open QS passed N0=100000 applications of both classes. All serviced 

orders got into two TERMINATE blocks and were removed from the model. By the number of transactions 

of each class that have passed through the corresponding blocks ENTER, SEIZE and TERMINATE, you 

can calculate the transmission ratios for class orders 1(α1(1), α2(1)) and 2 (α1(2), α2(2)) at nodes 1 and 2 of 

an open QS, respectively [3]:  

 

 
 

The loads of the QS nodes (UTIL.) Are equal:p1=0,473 and p2=0,795. Average number of orders 

(AVE.CONT.) In nodes 1 and 2 QS: l1(1)=0,114 and l2(1)=2,934. Average number of applications of class 2 

in the queue of node 1 of the QS: l1(2)=0,045. Note that at node 2 only the first class customers form a 

queue. The total length of the queue of claims at node 1 is equal to l1=l1(1)+l1(2)=0,159. The total number of 

applications pending in the QS 

: L=l1+l2=3,05. 

Average waiting times (AVE.TIME) of class 1 claims at nodes 1 and 2 of the QS, respectively, are: 

w1(1)=2,25c and w2(1)=73,8c... Average waiting time of class 2 claims at a node 1 QS: w1(2)=2,3c. 

For the purpose of a detailed analysis of the properties of the system under study, the result can be 

obtained in the form of histograms of the densities of the distributions of waiting times and sojourn of 

requests in the QS of class 1 and class 2. The simulation program is presented in the appendix. 

A large number of repetitions of requests is set so that the load of the system is visible, to find 

vulnerabilities in the system, at what stage is the accumulation of requests, and what kind of requests. As 

the claims of the 1st class arrive, a certain accumulation of claims of the 2nd class occurs, but gradually, 

upon the end of the arrival of the 1st class claims, the system stabilizes. 

 

Conclusion 

The increasing requirements for the reliability of DTN necessitate the introduction of advanced methods in 

diagnostics, therefore, it seems expedient to create diagnostic systems that will take into account the 

disadvantages of traditional diagnostic methods. To create analytical models of DTN diagnostics systems, 

the possibility of using the apparatus of the queuing theory was considered, as a result of which the general 

structure and main elements and procedures of the diagnostics system functioning were determined. The 

analysis of the possibilities of using the queuing theory made it possible to determine the analytical 

regularities for the model of diagnostic systems. The creation of automated diagnostic systems based on a 

queuing system provides a deep and accurate analysis of the characteristics of diagnostics and, therefore, is a 

promising direction in the development of systems for the technical operation and maintenance of DTN. 
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