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ANNOTATION 

In article the report of the electronic digital signature on the basis of asymmetric algorithm of the 

enciphering based on complexity of performance of operation of addition of points with rational co-

ordinates of an elliptic curve on a final field at which, in process formation of the digital signature 

possibility a choice of any number from the signed is provided is developed. 
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The disadvantage of the EDS based on the public key encryption algorithm is that it is possible to create 

only one digital signature corresponding to the given M - information. Because the checksum NY ( M )= 

NY corresponding to the given M -data always has the same value and the result of encryption and 

decryption always has the same expression because the calculation of the hash function value is based on the 

keyless algorithm. ( )H M H= is divided. This situation makes it difficult to use such EDS algorithms. 

Specially developed (created) EDS calculation formulation and its verification algorithms are free from 

the above-mentioned shortcomings. Because in these algorithms, the value of the hash function of the 

information to be signed, in addition to the secret key of the signer, a parameter chosen by the signer is 

also used in forming the EDS. 

Article presented to your attention, a symmetric encryption algorithm [4] was created based on the 

complexity of the parametric multiplication of matrices and the complexity of operations on the points of the 

elliptic curve in a finite field. together with the given HF, using a parameter chosen by the signer practical 

application methods and protocols will be developed for the implementation of electronic digital signature, 

verification of the integrity of information and solutions for ensuring its authentication .  

This point are calculated through a known point [ ]m n il ilR R х G = = belonging to the selected elliptic 

curve G - with rational coordinates of sufficiently large order, where ilx - are the unknowns. Then we 

declare (p, G, A mxn ,R mxn ) - four as public key, ilx and unknowns as secret key. 

Cryptosystem j - user t - to user M = n mM   - encrypts public information and sends it with a digital 

signature depending on its hash value as follows: 
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1 M = . - its hash value n mM  H ( M )= H ( n mM  )= n mH  = H according to the hash-function 

algorithm of the selected open data . 

R -numeric signature j on this hash-value is formed by the user 
j

ilx 's private key and a number chosen by 

him 1k : 

a) Randomly selecting j a number known only to the user , 1k = 1 1( ( ), ( ))
jk jk

il ilx G y G - points are found 

on the elliptic curve, and the 1

1 1[ ] [ ]
jk j j

m n m n ilR k G R k x G = + = + - coordinates of these points on the 

Ax axis (or -coordinates on the Moon axis ) 1 1 ( )
jk jk

il ilR x G= (or 1 1 ( )
jk jk

il ilR y G= or 

1 1 1( ( ), ( ))
jk jk jk

il il ilR f x G y G= ) is accepted as 

b) Encryption 
j

n mA  is performed in the form ® H = ( )1 modjkj j

n m n m n m m n n mA H A R H p    + + = 

n mP  = P and a digital signature is formed. 

3. The information M to be signed and its digital signature are P combined to obtain M P = M  -
extended electronic document. 

4. By j randomly selecting t a number known only to the user, points k are found ( ( ), ( ))tk tk

il ilx G y G on 

the elliptic curve according to the [ ] [ ][ ] [ ]tk t t t

m n m n il ilR k R k x G kx G = = = user's public key , 

[ ]t t t

m n il ilR R х G = = and the coordinates of these points on the Ax axis ( )tk

ilx G (or on the Moon axis 

( )tk

ily G -coordinates) ( )tk tk

il ilR x G= (or ( )tk tk

il ilR y G= or ( ( ), ( ))tk tk tk

il il ilR f x G y G= ) are 
tk

m nR 

taken as elements of the matrix. 

5. 
t

n mA  By performing the encryption in the form 1( ; [ ] ; [ ] )n m n m t pС w d k G d k G = = = ® n mM 
 = 

( )modt t tk

n m n m n m n m n mA M A R M p    
 + + = , a n mw  triplet is sent as ciphertext. 

Cipher has received the t information 1( ; [ ] ; [ ] )n m n m t pС w d k G d k G = = = - the user performs the 

decryption as follows: 

1. Only the elements of the t matrix are calculated using the elements of the secret key 

[ ] [ ][ ] [ ]t t t tk

il il il m nx d x k G x k G D = = = known to the user.
t

ilx  

2. Open is the matrix 
t

n mA  = 
1( ) ( )modt tk t

n n n m m n n mI A D A p−

   + − which is the parametric inverse of 

the key 
\ 1( )t

n mA −

 . 

3. 
tk

n mR D = Decryption is performed by performing this value substitution operation: 

\ 1( )t

n mA −

 ® n mw  =
1( ) ( )t tk t

n n n m m n n mI A D A−

   + − / /( )t t tk
n m n m n m m n n mA M A R M     + +  

( )mod p = 
1( ) ( )t tk t

n n n m m n n mI A R A−

   + − + 
/ /( )t t tk

n m n m n m m n n mA M A R M    + + + 

)(1 Gx
jk

il
)(1 Gy

jk

il
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+ 
1( ) ( )t tk t

n n n m m n n mI A R A−

   + − tk

m nR 

/ /( )t t tk

n m n m n m m n n mA M A R M    + + (mod p ) = 

=
1( ) ( )t tk t

n n n m m n n mI A R A−

   + − ( )tk t t

m m m n n m n mI R A A   + + /( )t tk
n n n m m n n mI A R M   + +

1( ) ( )t tk t tk

n n n m m n n m m nI A R A R−

    + + −  
/( )t tk

n n n m m n n mI A R M   + (mod p ) 

If all the diagonal elements of the matrices in the expression of this last equality are non-zero, and all other 

elements are zero (such matrices have the property of commutativity), then the equality does not change 

even if they are exchanged in the terms involving matrix products. This equality holds for such matrices: 

\ 1( )t

n mA −

 ® n mw  = 
1( ) ( )t tk t

n n n m m n n mI A R A−

   + − ( )tk t t

m m m n n m n mI R A A   + + +

/( )t tk

n n n m m n n mI A R M   + + + 1( ) ( )t tk t tk

n n n m m n n m m nI A R A R−

    + − /( )t tk

n n n m m n n mI A R M   +

(mod p )= 
1( )( )t t tk

n m n n n m m nA I A R −

   − + ( )tk t t

m m m n n m n mI R A A   + + + +

/( )t tk

n n n m m n n mI A R M   + + 1( ) ( )t tk t tk

n m m n n n n m m nA R I A R −

    − + ( )t tk

n n n m m n n mI A R M   +  (mod 

p ) = 
t

n mA − t

n mA + + / /t tk

n m n m m n n mM A R M   + t tk

n m m nA R − /

n mM  ( mod p ) = 
/

n mM  . 

In general, if the matrices participating in these equality expressions are chosen so that they have the 

property of commutativity, the decoding process mentioned above can be easily implemented. Here 

/

n mM  = n mM   n mP  and n mP  = ( )1 modjkj j

n m n m n m m n n mA H A R H p    + + = 
j

n mA  ® H = P  

taking into account that the process of determining the correctness of the electronic digital signature 

continues as follows: 

4. j - 
j

m nR  added to the user's 1

1 1[ ] [ ]
jk j j

m n m n ilR k G R k x G = + = + public key 1[ ]pd k G=  

11 mod
j

ilx kjk

ilR g p
+

= 1jk

ilD= is calculated, 1jk

n mD  -matrix is generated. 

5. Open is the matrix 
j

n mA  = 1 11( ) ( )mod
jk jkj

n n n m m n n mI A D A p−

   + − which is the parametric inverse of 

the key 
\ 1( )j

n mA −

 . 

6. 1jk

n mR D = Decryption is performed by performing this value substitution operation: 

\ 1( )j

n mA −

 ® n mw  = 1 1( ) ( )
jkj j

n n n m m n n mI A D A−

   + − 1( )jkj j
n m n m n m m n n mA H A R H    + + ( )mod p = 

1 1( ) ( )
jkt t

n n n m m n n mI A R A−

   + − + 1( )
jkt t

n m n m n m m n n mA H A R H    + + + 

+ 1 1( ) ( )
jkj j

n n n m m n n mI A R A−

   + − 1jk

m nR 
1( )

jkj j

n m n m n m m n n mA H A R H    + + (mod p ) = 

= 1 1( ) ( )
jkj j

n n n m m n n mI A R A−

   + − 1( )
jk j j

m m m n n m n mI R A A   + + ( )t t

n n n m m n n mI A R H   + + +

1 11( ) ( )
jk jkj j

n n n m m n n m m nI A R A R−

    + + − 1( )
jkj

n n n m m n n mI A R H   + (mod p ) 

Taking into account that only the diagonal elements of the matrices in the expression of this last equality are 

not all zero, and all other elements are zero (such matrices have the property of commutativity), using the 

fact that the equality does not change even if their positions are changed in the terms involving matrix 

products, we can approach this equality has: 
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\ 1( )j

n mA −

 ® n mw  = 1 1( ) ( )
jkj j

n n n m m n n mI A R A−

   + − 1( )
jk j j

m m m n n m n mI R A A   + + +

1( )
jkj

n n n m m n n mI A R H   + + + 1 11( ) ( )
jk jkj j

n n n m m n n m m nI A R A R−

    + − ( )t t

n n n m m n n mI A R H   + (mod p 

)= 1 1( )( )
jkj j

n m n n n m m nA I A R −

   − + 1( )
jk j j

m m m n n m n mI R A A   + + + 1( )
jkj

n n n m m n n mI A R H   + +  

1 1 1( ) ( )
jk jkj jt

n m m n n n n m m nA R I A R −

    − + 1( )
jkj

n n n m m n n mI A R H   +  (mod p )= 
j

n mA − j

n mA + + + 

1jkj

n m n m m n n mH A R H   + 1jkj

n m n m n m n mH A R H   + t t

n m m nA R − n mH  ( mod p ) = n mH  . 

7 . t- the part of the extended document 1M generated as a result of the decryption of the 
/

1M encrypted 

information by the user n mС  is hashed: H ( 1M ) = 1M  1P  H ( 1n mM  )= 1H   

8. 1H = If H ( 1n mM  )= H n m = H , the electronic document is considered complete (authentic) and the 

authenticity of its source also follows from the authenticity of its electronic digital signature. 

Is possible to distribute the secret keys to the users of the information and communication network in the 

open communication channel by putting information about the key instead of -information in the algorithms 

of EDS protocols M [1-3].  

In the proposed EDS algorithm, in addition to the private key of the signer, a parameter chosen by the 

signer was also used. Therefore , this EDS algorithm has the same properties as EDS algorithms based 

on the formation and verification of a specially designed (created) digital signature calculation.  
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