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ANNOTATION 

The article describes the features and properties of constructing models of these functions according to the 

truth table of single-valued and multi-valued cryptographic representations. 
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Information and communication networks, the construction of models of cryptographic reflections in the 

form of non-linear features, which provide cryptographically effective mixing and distribution of data 

blocks, greatly facilitates the creation of hardware devices [1, 2] . And BF they are modeled on the basis of 

the truth table [3, 4, 5]. Due to the increase in the number of reflection variables, the size of the truth table 

increases dramatically , complicating the process of building a BF model. However, given a reflection truth 

table, a general method of constructing its Boolean function was developed [4]. 

In this article, it is shown that regardless of the number of reflection variables ,128,64,32,16,8,4=n , etc., 

and the size of the truth table increases dramatically, it is possible to build a boolean function model of the 

reflection without relying on its truth table expression, based on the properties of the reflection itself, while 

maintaining the cryptoresistance properties. 

It is known that most cryptographic algorithms 128,64,32,16=n use reflections, which are the number of 

variables [4, 6, 7]. 

general, encryption algorithm }}1;0{:),...,,({)2( 21 == in

n xXxxxxGF mappings 𝐺𝐹(2)𝑚 = {𝑦 =

(𝑦1, 𝑦2, . . . , 𝑦𝑚) ∈ 𝑌: 𝑦𝑖 ∈ {0; 1}}can be expressed in the form of functions as follows: 

)(XfY = : mn GFGF )2()2( → ,  

where the vector-function )(xf is represented in the form of )2(, GFyx ii  = )}(),...,(),({ 21 xfxfxf m , that 

is, }1;0{, =ii yx . 

The so-called algebraic normal form (ANF) for BF expressions is as follows 
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where nGFx )2( and coefficients )2(,...,,, ...120 21
GFaaaa niii  , the view is used [3] . 

In many cases, for example: in S-blocks of the DES encryption algorithm, in reflections based on the 

compression table [6, 7], in hash-function algorithms, in reflections carried out by performing algebraic 

operations, work is done mn  on the basis of permutations and substitutions that can be expressed by the 

function satisfying the condition ( ) ( )mn fffxxxfF ,,,,,, 2121  == . It is necessary to construct functional 

models of such reflections ( )nxxx ,,, 21  - to all values ( )mfff ,,, 21  of vectors - to define some values of 

vectors corresponding to repetition. That is, the -components in the mn  exact mn = state are jf combined 

with arbitrary m ( j =1, ... m ;) or m selected taking into account some properties of the truth table , each of 

which consists of the conjugation of all ),,2,1( nixi = variables themselves or their negations 
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122:2 −= nn
. of dissimilar values  - defined by Boolean functions of the form (1) expressed by the XOR 

operation. Such identification of reflections It can be verified by direct definition that it provides the 

properties of nonlinearity and regularity given in [3] . 

E -expansion of the DES encryption algorithm in the tabular permutation, such as the mapping of the 8 -bit 

number in the S -block of the Blowfish crypto-algorithm to a 32 -bit number, permutations and replacements 

mn  are represented by a function that satisfies the condition . ( ) ( )mn fffxxxfF ,,,,,, 2121  == As 

above, in this mn = case jf , arbitrary n of -components ( j =1, ... n ;) or n selected taking into account some 

properties of the truth table, each of them is combined with pairs consisting of the conjunction of all 

),,2,1( nixi = variables themselves or their negations 
122:2 −= nn
of dissimilar values  - defined by 

Boolean functions of the form (1) expressed by the XOR operation. of -hads formed )()()(

1

t

n

t

k

t xxx  from 

conjunctions, here nk 1 ;  ( )1)( 21, − n

kk

t

k txxx , the number of pairwise different ones is n2 ta, 

the jf number 12 −n of terms of the expression of the -components functions is ta, the number n2 of different 

combinations made from 
12

2

−n

nC ta elements is calculated by this 12 −n = 
)!22()!2(

)!2(
11 −− − nnn

n

= 
)!2()!2(

)!2(
11 −− nn

n

formula. This calculated value is sufficiently larger than the numbers n and . n2 For example n =4 and n2

=16, 8

16C = 
)!8()!8(

)!16(
=4290. Therefore, it is not a problem to determine the -components of the mn  function 

jf satisfying the condition ( ) ( )mn fffxxxfF ,,,,,, 2121  == according to the above requirements. 

is a method that allows you to build a function model without relying on its truth table when there are a 

number of reflection variables , etc. ,128,64,32,16,8,4=n  

According to this one-valued correspondence truth test when  A) . 4== mn  

  1x  2x  3x  4x  1f  2f  3f  4f    

0 = 0 0 0 0 0 0 1 0 = 2 

1 = 0 0 0 1 0 0 1 1 = 3 

2 = 0 0 1 0 0 1 0 0 = 4 

3 = 0 0 1 1 0 1 1 1 = 7 

4 = 0 1 0 0 1 0 1 1 = 11 

5 = 0 1 0 1 1 1 0 1 = 13 

6 = 0 1 1 0 1 1 1 1 = 15 

7 = 0 1 1 1 1 1 1 0 = 14 

8 = 1 0 0 0 0 0 0 0 = 0 

9 = 1 0 0 1 0 1 1 0 = 6 

10 = 1 0 1 0 1 0 0 0 = 8 

11 = 1 0 1 1 1 1 0 0 = 12 

12 = 1 1 0 0 1 0 1 0 = 10 

13 = 1 1 0 1 0 0 0 1 = 1 

14 = 1 1 1 0 0 1 0 1 = 5 

15 = 1 1 1 1 1 0 0 1 = 9 

 

its ( ) ( )43214321 ,,,,,, ffffxxxxf = boolean function model is as follows [4, 5]: 

432143214321432143214321432143211 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 
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432143214321432143214321432143212 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143213 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143214 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = . 

B) 24 == mn according to this multi-valued matching truth test  

  1x  2x  3x  4x  1f  2f    

0 = 0 0 0 0 1 0 = 2 

1 = 0 0 0 1 1 1 = 3 

2 = 0 0 1 0 0 0 = 0 

3 = 0 0 1 1 0 1 = 1 

4 = 0 1 0 0 1 0 = 2 

5 = 0 1 0 1 1 1 = 3 

6 = 0 1 1 0 1 1 = 3 

7 = 0 1 1 1 1 1 = 3 

8 = 1 0 0 0 0 0 = 0 

9 = 1 0 0 1 0 1 = 1 

10 = 1 0 1 0 1 0 = 2 

11 = 1 0 1 1 0 1 = 1 

12 = 1 1 0 0 1 0 = 2 

13 = 1 1 0 1 0 0 = 0 

14 = 1 1 1 0 0 1 = 1 

15 = 1 1 1 1 1 0 = 0 

 

its ( ) ( )214321 ,,,, ffxxxxf = boolean function model would be: 

432143214321432143214321432143211 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143212 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = . 

According 64 == mn to this one-valued correspondence truth test  

  

  1x  2x  3x  4x  1f  2f  3f  4f  5f  6f    

0 = 0 0 0 0 0 0 1 0 1 0 = 10 

1 = 0 0 0 1 0 0 1 1 0 1 = 13 

2 = 0 0 1 0 0 1 0 0 1 0 = 18 

3 = 0 0 1 1 0 1 1 1 0 1 = 29 

4 = 0 1 0 0 1 0 1 1 1 0 = 46 

5 = 0 1 0 1 1 1 0 1 0 1 = 53 

6 = 0 1 1 0 1 1 1 1 1 1 = 63 

7 = 0 1 1 1 1 1 1 0 0 0 = 56 

8 = 1 0 0 0 0 0 0 0 1 1 = 3 

9 = 1 0 0 1 0 1 1 0 0 0 = 24 

10 = 1 0 1 0 1 0 0 0 1 1 = 35 

11 = 1 0 1 1 1 1 0 0 0 0 = 48 

12 = 1 1 0 0 1 0 1 0 1 1 = 43 

13 = 1 1 0 1 0 0 0 1 0 0 = 4 

14 = 1 1 1 0 0 1 0 1 1 1 = 23 
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15 = 1 1 1 1 1 0 0 1 0 0 = 36 

 

its ( ) ( )6543214321 ,,,,,,,, ffffffxxxxf = boolean function model would be: 

432143214321432143214321432143211 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143212 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143213 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143214 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143215 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = ; 

432143214321432143214321432143216 xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxf = . 

Looking at truth tables and ( )6,5,4,3,2,1=if i
function expressions, the following properties can be observed: 

1. 4== mn when the numbers from 0 to 15 are matched with the same numbers with a mixed single 

value, that is, the condition of non- linearity is fulfilled; 

2. ( )6,5,4,3,2,1=jf j number of " 822:2 34 == and " 1”in the column is 10, which means that the 

condition of 0”balance ( regularity ) has been fulfilled for these functions ; 

3. ( )6,5,4,3,2,1=jf j -expressions of functions 822:2 34 == contain parameters that are not identical 

to each other. This dissimilarity is a 822:2 34 == sufficient condition to ensure a one-valued match ; 

4. If 4== mn - in the expression of the functions 822:2 34 == , ( )6,5,4,3,2,1=jf j dissimilar 

terms less than t are involved, the one-value correspondence is violated, that is, the level of nonlinearity 

decreases. 

By direct computations == Nkn k ,...,3,2,2 it is possible to ensure that properties 1-4 are preserved 

even when optional. Using these conclusions, it is ( )= ,128,64,32,16,8,4nn possible to create a rule 

for building a Boolean function model that, in general, assigns a one-valued match to a mixture of numbers 

( ) ( )nn fffxxxfF ,,,,,, 2121  == from 0 to 1 without relying on a truth table . 12 −n
That is, each of the 

components of such a one-valued compatibility function is represented by the XOR operation jf of all 

),,2,1( nixi = the variables themselves or the 
122:2 −= nn
pairs of dissimilar values, consisting of the 

conjunction of their negations  , as follows: 

)()()()()()()( )12()12(

1

)2()2()2(

1

)1()1(

1 jxjxjxjxjxjxjxf n

n

n

nknj

−−=    (2) 

where j =1, … n ; nk 1 ;   ( )1)( 21,)( − n

kk

t

k txxjx consists of columns defined by boolean 

functions of the form. 
12 −n
participation of terms less than , leads to violation of one-valued fit. 

When we are above mn = -bul ( ) ( )nn fffxxxfF ,,,,,, 2121  == function jf -components, where j =1, ... 

n ; ( )nxxx ,,, 21  - to all values ( )nfff ,,, 21  of vectors - we have found the sufficiency condition for the 

method of determining matching to different values of vectors. 

In conclusion, the following should be noted: 

1) These obtained results are also of fundamental importance in the field of discrete mathematics. 

2) It has a wide and promising application in building crypto-resistant reflections and creating crypto-

algorithms. 

3) Existing crypto-algorithms provide effective results in creating hardware devices. 
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any l of )121( 1 − −nl 4) is 
12 −n
involved allows to create new cryptanalysis methods and solve 

cryptanalysis problems with them. 

5) can also be used in the construction of bent functions used in the solution of cryptographic tolerance 

problems . 

6) 
12 −n
there is no doubt that the study of the laws of the participation of many khads and finding the 

methods of their application will have an effective impact on the development of cryptography. 
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