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Annotation

The article discusses one of the important and popular components of the modern security of human life -
video surveillance systems and their choice for installation in a particular place. These systems will
contribute to the control, accounting and rapid response to various kinds of events occurring in protected
areas.
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INTRODUCTION

Modern human life cannot be imagined without surveillance cameras. Cameras will be installed everywhere
- in houses, streets, shopping centers, markets, workplaces, schools, universities, parks, etc. That is, at
present, video surveillance systems are used everywhere. Video surveillance systems are designed to protect
a person's life, for use in protecting property, if necessary, to control what is happening, when searching for
the location of a particular person, to view the archive of a person's actions. Installation of location systems
and the use of calculated location data in video surveillance systems can automate the process of video
recording of the required events and significantly reduce the time of working with the video archive.
Surveillance cameras are equipment that will be an excellent choice for protecting objects for various
purposes. But you need to understand that the security of an object directly depends on the characteristics of
the cameras themselves, so it is important to take into account a large number of factors. Savings in this case
are inappropriate and can lead to even greater costs if the object is robbed. When choosing equipment, you
need to take into account the quality of shooting, image detail, connection methods and, of course, the
viewing angle of surveillance cameras. How much territory can you control [1].

There are many types of video surveillance systems and it is very difficult for the average person to make
the right decision which one is most suitable for his case. Even, the employees of this area do not always
answer correctly. Therefore, even when planning to order an installation service from a specialized
company, the client needs to understand the basic things in order not to overpay for functions and options
that he does not need.

For the purpose of the autonomy of the video surveillance system, the possibility of access to it from
anywhere in the world, the so-called GSM video surveillance system began to be used. This will require at
least a USB modem from a mobile operator. In places where Internet access is needed, which is not able to
use wired ADSL, coaxial or fiber optic communication channels, for example, in country houses or cottages,
3G / 4G mobile Internet is used via USB modems with a SIM card inside. The AHD (Analog High
Definition) standard is an open high-definition analog signal transmission technology that has replaced
standard analog camera systems. Due to the low cost of equipment, ease of installation, configuration and
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operation, high signal transmission range without any distortions and delays, the universal AHD format is
one of the most popular and promising security systems on the market today.

RESULTS and DISCUSSIONS
Some standard tasks are set for video surveillance systems. The standard tasks facing video surveillance at
any facility are similar:

e Current monitoring

e Working with video archive

e Remote viewing of current image and archive

¢ Video image recording by motion detection, as well as when security sensors are triggered or the signal

is lost
At a large facility, the following tasks are added to the standard ones[2]:
¢ Integration with the security and fire alarm system
e Integration with the hardware and software complex of the access control and management system
(ACS)
e Scalability and modernization of the video surveillance system if necessary
e Current monitoring and management of the entire system from one point, including the organization of
video surveillance via the Internet
Consider an overview of the main video surveillance systems on the market. The following video
surveillance systems are most common in the security market:
e A video surveillance system built on the basis of a video recorder.
e A video surveillance system based on a personal computer and video capture cards.
e A video surveillance system based on a personal computer and IP cameras.
1. A video surveillance system based on a video recorder. The DVR is a complete device that is identical in
appearance to a conventional DVD player. Internally, the DVR is similar to a PC. It has a motherboard,
processor, RAM, hard drive, video input and output connectors, USB port, PTZ camera control port. All this
is implemented on one board and does not have the possibility of any upgrade. Many video recorders have
alarm inputs and outputs for connecting security sensors and external alerting and actuating devices, such as
sirens, electromechanical locks, and a security console.
DVRs have 4, 8 or 16 video inputs for connecting surveillance cameras. The cameras used are analog. This
type of camera converts the video signal into a format that can be received by a television or other receiver,
such as a security monitor. The video surveillance system itself is digital, since the received data is stored on
a digital medium.
The performance of the system is completely dependent on the performance of the processor. A measure of
processor performance is clock speed and architecture. The DVR is connected to a regular TV through the
VIDEO-IN video input, also called "tulip” or RCA, or to a computer monitor via VGA. Various Linux
clones are used as the operating system, often developed specifically for this device. Users are given limited
access to the software part, for example, they cannot install new programs or drivers, remove old ones - only
execute those commands that are provided in the menu, as when working with any TV. This is the key to
trouble-free operation and higher system reliability[1].
The DVR is controlled by means of a graphical menu displayed on the TV screen to which the system is
connected. Operation in the menu is carried out using the buttons on the front panel of the DVR and the
remote control, and also have the ability to control a computer mouse. The digital system is absolutely not
scalable. There is no way to increase the number of video inputs or alarm inputs, add another USB port, or
install a network card. The DVR is a complete, "hard-wired" device with a well-defined set of functionality.
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2. Video surveillance system based on a personal computer and video capture cards. The system consists of
a familiar PC with a special video capture card with a narrow specialization. Video capture cards have 4, 8
or 16 video inputs. The cameras used are analog and the video surveillance system is digital. The clock
frequency of a modern computer exceeds the clock frequency of a DVR by several times. To view the
image, the system is connected to a monitor or TV. The connection interface depends on the video card or
motherboard of the personal computer.

The Windows operating system is considered the most popular software. For stable and convenient
operation of the system, you need a separate computer that will be reliably protected. After turning on the
computer, you will need to run a specialized program, in the dialog box of which all the work will take
place. Control is limited to keyboard and mouse. The video surveillance system is able to integrate with the
cash desk in the store, work in conjunction with the access control system, recognize license plates and
people's faces, and work in conjunction with fire and security alarm systems. To increase the number of
connected cameras or to connect security sensors, you need to purchase and install another board with the
appropriate functionality in your computer.

3.IP video surveillance. A video surveillance system built on the basis of a personal computer and IP
cameras is in many ways similar to the previous one. The system control center is also a personal computer.
The main difference from the previous one is the way the signal is transmitted from the camera to the PC
and the absence of video capture cards. The signal is transmitted over a network cable. It is convenient when
the network structure is well organized and the operation is stable. Instead of boards, network equipment
(routers, routers, bridges) and software are used here. A camera for an IP video surveillance system is more
expensive than a regular one. If the resolution is several megapixels, then gigabit networks are already
needed for this. System management is carried out in the dialog box of the program in the Windows
operating environment. The possibilities for integration and scalability of this system are large[3].

The most significant characteristic of surveillance cameras, regardless of their type (analogue, digital, IP), is
the viewing angle. That is, a surveillance camera with a large viewing angle provides the ability to
simultaneously monitor a larger area than a device with a smaller indicator. The viewing angle depends on
the lens of the surveillance camera, namely, on the focal length, as well as on the matrix format. With the
same focal length, a matrix with a better resolution will provide a larger viewing angle, and with a similar
matrix format, the angle will be inversely proportional to the focal length.

When calculating the viewing angle of a video surveillance camera, it is necessary to take into account all
the main characteristics of the lens and matrix. Special online calculators are designed to obtain extremely
accurate values, and the formula a = 2arctg(A / 2f) will help to obtain figures close to the true indicator,
where:

e o — lens viewing angle in degrees;

e A —matrix size in mm;

o f—focal length in mm.

Surveillance cameras have their own viewing angle. It is this indicator that demonstrates what territory it can
cover when controlling the territory. This indicator depends directly on the focal length of the lens and the
size of the matrix. These are two key parameters that are ideally linked. There are special tables in which
you can see the focal length and angle. For example, if the focal length is 2.8mm, then the angle of view is
86 degrees. Usually the data is given horizontally. To obtain data in the vertical plane, it is necessary to take
into account the ratio of the sides of the vertical and horizontal: 16:9.

To determine the quality of the review, various options are used. For this purpose, we have developed a
macro for MS Excel using the VBA tool. With this program, the distance at which there will be an ideal
view is indicated. This is the distance of recognition and maximum quality during the review.
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In addition, you can also find out the focus distance yourself using an MS Excel sheet to calculate the
formula. For example, to determine the viewing angle, it will be necessary to carry out just a few
mathematical operations. We need to know:

o f — lens focal length (mm);

o R — distance to the object (m);

o A — matrix side size (horizontal or vertical) (mm);
o L is the size of the object, measured in (m).

With this data, you can independently calculate the viewing angle using the formula: f =R * A/ L. We will
enter the formula in a cell of the MS Excel sheet.
=F8*F9/F10

viewing angle calculation

lens focal length f= 12,5|mm
object distance R= 5m

matrix side size A= 5 mm
object size L= 2m

The resulting result shows the object across the entire screen. You can adjust the value, or the object
occupied only part of the screen, in this case you need to add the value h to the formula - this is the size of
the object that is on the screen in percentage terms. The shape is as follows: L=100*L/h.
As a result, the following formula for determining the focal length comes out: f =R * A/ L. It is necessary
to take into account the maximum viewing angle for cameras that may have a small focal length. If the focus
increases, then the matrix format is smaller, then the viewing angle will decrease.
When buying a surveillance camera, one must choose the right viewing angle of the surveillance camera.
Initially, for this you need to determine the place for using the camera. If the observation is carried out in a
narrow and long corridor, then you do not need to buy a wide-angle camera. Such cameras are suitable only
for panoramic shooting. It is necessary to take into account wide-format cameras with a viewing angle of
more than 100 degrees, cannot provide the desired level of detail. For example, if you need to see a person's
face on an object. You can perfectly see all the details of the face from a distance of 5 meters. Cameras with
small views will be able to accurately recognize the details relative to large format cameras. Therefore, in
order to combine two factors - detail and wide format, you need a PTZ surveillance camera. Now we know
what the viewing angle of surveillance cameras is and how to choose the right camera.
When studying in the process of selecting cameras with different coverage angles of the controlled area, it is
recommended to take into account the following important aspects:

e alarger angle is needed to control the overall situation on the maximum available area;

e atasmaller angle, the degree of detail increases;

e The viewing distance of a surveillance camera also increases as the viewing angle is reduced — long

focal length lenses combined with a large sensor provide the best results.
When forming a set of equipment, the viewing angle of the cameras should be chosen taking into account
the characteristics of specific tasks:
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e for organization with less equipment of all-round view, a wide camera angle (70-140°) with a 2.8-3.6
mm lens is optimal;

e ifitis necessary to control objects at a distance of 35-40 m or more, a camera with a viewing angle of up
to 40-45° or with a varifocal lens should be preferred;

e Viewing angle of dome surveillance cameras can reach 121°, and can be extended up to 360° when using
mechanized rotary models.

Here is a table of calculation data for the maximum allowable distance (meters) from the video camera to the

object, taking into account the focal length of the lens and the size of the matrix (HXW). In the cells of the

table, the dimensions of the rectangle in meters, depending on the size of the matrix.

Distance \ f (mm)|2,5 2,8 2,9 3,7 3,6 4,3 6,0 8,0 12,0 (16,0
3m 6x4,5 [5,1x3,8 |5x3,75 4x3  [3,95x2,96(3,8x2,85|2,4x1,81,8x1,35|1,2x0,9(0,9x0,67
5m 10x7,5|8,25x6,2(8,4x6,8 |6,6x4,5(6,5x4,9 [6x4,5 [4x3  [3x2,25 |2x1,5 [1,5x1,12
10m 20x15|13x9,7 (17x12,8|13x10 [13x9,8 [12x9 [Bx6  [6x4,5 [4x3 [3x2,2
20m 40x30 |34x25,5 [34x25 |26x20 [28x19  [22x16,5 [16x12 |12x9  |8x6  |6x4,5
30 m 60x45 [51x38 |50x37 [40x30 [39x29  [36x16,5|24x18 (18x13,5|12x9 |9x6,7
40 m 80x60 |69x52 |65x49 [53x40 |52x39  |48x36 |34x2,5|24x18 |16x12 |12x9

50 m 65x49  |95x71 |40x30 |30x22 [20x15 |15x11,2

CONCLUSIONS

The choice of system should be made in accordance with the requirements for it. For example, in a large
business, a high level of integration and scalability of the system with existing security tools is extremely
important. The management interface for all tasks solved at a large facility must be integrated into one shell
so that a prompt decision can be implemented almost instantly. The result of this flexibility is the need for
constant maintenance of the video surveillance system by installers due to the impossibility of installing and
configuring the system by an ordinary user and, as a result, a large investment[1].

But the head of the security service of the enterprise has to spend this money. In this case, you do not have
to rely on your own hands. Thus, we can conclude that for large enterprises with a developed infrastructure,
PC-based video surveillance and IP video surveillance is the best solution. The main requirements for video
surveillance systems for the home, as well as for places with a small radius, are the reliability of the system
and ease of operation. For this segment, it is extremely important to minimize the costs associated with
system maintenance. Set and forget, or, in other words, do-it-yourself video surveillance is an ideal solution
when the system is serviced by a full-time system administrator or electrician. For an ordinary home or a
small company, video surveillance based on a DVR is the undisputed leader, which fully justifies the money
invested in it.

In addition, the development of a full-fledged apparatus, writing or purchasing software, and other labor
costs - all this increases the cost of a PC-based video surveillance system by several times. And the laying of
high-speed networks and their maintenance makes the IP video surveillance system practically inaccessible
to the average user. Any change in settings is a call to a specialist, of course, for money. The user,
accordingly, will have to wait for their visit. In order to make security even more accessible, there are Kits of
video surveillance systems from some companies, the installation of which can be done manually without
much difficulty. To install the system, the user does not need special tools, as well as special knowledge.
These kits contain everything you need to get the job done and are great for typical close-range applications
as well as home or apartment installations.
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