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ABSTRACT 
This paper discusses the application of identity and access management in Blockchain technology. Over the 

past two decades, a variety of identity and access management systems have been created for a variety of 

purposes, based on the requirements of businesses. IdMS is a creative new IT artifact, including developing 

technology and innovative strategies, to build user identity-centered methods, characteristics, authentication 

factors and Internet security privileges across various websites [1]. IdMS allows the use of identical user 

data, manages identification information and credential authentication on different websites, reduces the 

number of identifiers (– for example, passwords) and identities that a user needs to deal with by increasing 

online identity online. The desire of the specific user to embrace the suggested solution is essential to 

adopting any solution on the internet-based domain. Scholars in a variety of disciplines are interested in 

understanding variables that influence the usage of new IT [2].  The main objective of this study is to 

understand and empirically examine the important factors affecting the user adoption of IdMS.  
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INTRODUCTION 

Threats in the online environment are also increasing, especially those who are connected to them.    Identity 

theft has a major impact on personal financial choices and presents security concerns to both individuals and 

businesses. Identity Management (IdM) technologies handle the identity disorder created by the usage of 

many numerous configurations and promote a strategy that promotes efficiency and security by lowering 

user management expenses, identity, credentials, and characteristics [2]. Controlling how individuals 

identify themselves on various websites is a technologically complex problem. Almost every website 

requires web users to keep numerous and distinct versions of their online identities, login credentials, and 

personal details. Password research indicates that a usual web user has around 25 login credentials profiles 

and inputs roughly 8 passwords each day [2]. A variety of identity management systems (IdMS) using Web 

single sign-on (SSO) solutions have been developed and deployed to solve this issue. IdMS is described as a 

new IT artifact that includes the process, policy, and emerging technologies in use for managing user 

identification details and for controlling access to various websites. Applications using IdMS comprise of 

Microsoft Live Connect, Facebook Connect, OpenID, Information Cards, OpenID, PayPal Access, and 

Twitter OAuth. As per a study carried out by Blue Research, most internet users (66 percent) consider IdMS, 

especially SSO platforms, as an alternate and appealing option for the management and accessibility to their 

site [2,3]. Consequently, the necessity to deploy IdMS properly is more essential. Nevertheless, IdMS 

acceptance is slow. For instance, the IdMS adoption rate throughout the United States has been less than 5% 

and in other nations, it is much lower. IdMS should therefore address the requirement to encourage end-user 

adoption. In addition, the IdMS technology industry is anticipated to expand in the next years. According to 

Forrester Research, a technological and market research company that analyzes technological trends and 

their effect on consumers and businesses, the IdMS market is expected to expand from almost $2.6 billion in 

2006 to more than $12.3 billion by 2014 [3,4]. 

In addition, the utility of IdMS is expected to grow in the event of commercial usage of IdMS, as more users 

embrace it. Earlier studies have shown that today's atmosphere matures for acceptance and usage by new 

technologies includes technical advancements, greater comprehension of technology, and more tech-savvy 

customers. The acceptance or refusal of the IdMS artifact is, however, still unclear. It may be possible to 

improve IdMS user adoption by understanding human identity and researching variables that affect IdMS 

acceptability. Therefore, it is necessary to create a model that incorporates the important features of IdMS 
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and variables based on their comprehension, especially from the end-user viewpoint. Through this research, 

variables that affect user acceptance of identity management systems are determined and explained. 

 

PROBLEM STATEMENT 

The main problem that this paper will try to solve is an assessment of the factors that affect the adoption of 

identity management systems. As a subject in current literature, identity is becoming more prominent, and 

identity management has been recognized as an emerging discipline and a major study issue for the next few 

decades. The adoption of IdMS by users may have an impact on an individual’s approval of other 

applications that deploy and exploit the same technologies to their advantage [3]. Because the deployment of 

new IdMS brings with it a new set of hazards, knowing how the risks associated with new IdMS 

implemented in online services are viewed and handled may be important to individual usage of online 

products [4]. However, nothing is understood about how IdMS users view their interactions with the system. 

To improve the design of IdMS and boost acceptance, it is essential to study how consumers perceive this 

new technology in various Web-based programs like networking sites and e-commerce. 

 

LITERATURE REVIEW 

A. Identity Theft 

Identity fraud and identity theft are two of the most serious issues for customers who frequently engage with 

businesses and brands online. These two words are often used in the same sentence. A variety of crimes 

involving fake identification, that is, using someone else's identity to get anything, are referred to 

collectively as identity fraud [4,5]. Identity theft is defined as the use of another individual's private 

information for one's gain. Identity theft and identity fraud are both criminal offenses that are often 

perpetrated in conjunction with other breaches of security. When it comes to identity theft, there is an extra 

dimension of victimization as this type of fraud can have a direct impact on the lives of the victims (whose 

identities have been stolen) as well as scamming third parties like the providers, consumers, commercial 

banks, and other organizations. 

 

B. Identity Management 

The phrase 'identity management (IdM)' has gained widespread use in academics and industry. The word, on 

the other hand, does not have a widely recognized definition. This lack of general understanding may be 

explained by the fact that IdM is a relatively new word whose definition is not yet fully defined in the 

scientific community. There is a significant correlation between IdM and operations in developing digital 

environments [4].  Another IdM description called it the framework and system for controlling identification 

in computers or communications networks. Information and digital identity management (IdM) is the 

process of representing and identifying entities as digital signatures in web servers. Integrated digital 

management (IdM) comprises processes, rules, and technology that enable users to gain access and 

privileges via the use of authentication methods. 

 

C. Identity Management Systems  

Users' access to important web applications is controlled and managed via identification and authentication, 

which protects business dealings data from unauthorized users. Identification is a component of identity 

management and is carried out through an identification system [5]. The IdMS concept is extensive and 

multifaceted since there are various needs and viewpoints for each of the parties involved (users, IDPs, and 

service providers). Furthermore, IdMS may be used in systems with varying levels of security, from high to 

low [5,6]. Additionally, IdMS are user-controlled systems that are managed by companies or governments. 

Furthermore, IdMS may be either "anonymously credential-based" or "token-based," which means that some 

of these systems depend on user-to-service-provider mediation, whereas others allow users to establish their 

identities using anonymous credentials. Therefore, IdMS has been described in a variety of various ways and 

with distinct interpretations. Integration of essential personal information from various systems into a single 

shared and unique identity has been described as Identity Management Systems (IdMS) [6]. IdMS is a 

system used to handle the authentication of end-users, access and limitations rights, accounts, and other 

characteristics that provide a person greater control over identity information. Processes, rules, and 
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technological innovations are used to manage user identification and regulate access to online resources [6]. 

IdMS aim to increase efficiency and security while simultaneously reducing the expenses associated with 

maintaining users and their identities, credentials, and characteristics (also known as credentials 

management). 

 

 
Fig i: Identity management systems 

 

D. Adoption of Identity Management Systems by End-Users 

In information system (IS) theory and practice, the adoption and acceptability of information technology 

(IT) have continued to be a critical issue. The keywords 'adoption' and 'acceptance' have been used to 

undertake a literature search for these subjects. As a result, the two terms are often used interchangeably [8]. 

User adoption of information and communications technology (ICT) has preoccupied information and 

communications technology (ICT) academics to the point that IS/IT adoption and dissemination research is 

currently regarded as the most mature field of study within the IS discipline [8]. Furthermore, user 

acceptance of new technology is a continuous management issue that must be addressed. The variables that 

influence the rejection or acceptance of a new information technology artifact such as IdMS have long been 

of interest to information systems experts, but they remain a mystery. The study of technology adoption has 

led to the development of many theoretical models. 

However, only a little amount of study has been done on the user adoption of IdMS [8]. During the last 

decade, many studies have been conducted to determine the variables that affect the adoption of information 

technology goods or Internet activities like Internet e-commerce and online shopping. Although the demand 

for Web 2.0 technologies and new Online services such as IdMS is increasing, research is lacking to 

investigate the adoption patterns of such technologies [9]. Our research has shown that no studies have been 

conducted that have looked specifically at the deployment of IdMS to incorporate positive or negative 
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variables at the interpersonal level [10]. As a general rule, this problem connected with the adoption of 

IdMS has received limited attention in the scientific literature [10]. The unique character of IdMS, as well as 

the continuing adoption process, served as the impetus for performing an innovation–adoption research on 

IdMS, which was completed in 2012. As such, the primary goal of most studies is to increase awareness of 

the significance of impact variables on user acceptance of IdMS. IT is used because it provides real value. 

As a result, it has been extensively researched, and a variety of concepts have been used to investigate IS/IT 

adoption and usage in a variety of settings. In the published studies on system integration of information 

technologies, theoretical models of technology adoption are used, such as the technology acceptance model 

(TAM) and the innovation diffusion theory (IDT). While many have attempted to capture the unique 

characteristics of IdMS, few, if any, have contributed novel components that have been experimentally 

established and verified. Technology adoption theories would benefit from a strong theoretical basis for 

studying user adoption of IdMS, which would in turn aid in the creation of empirical studies on IdMS's 

acceptability by users [10]. 

 

E. Identity Management System Challenges  

Our digital identities are critical to our ability to connect with others on the internet. Digital identity 

management systems (IDMS) that manage and govern digital IDs, on the other hand, confront many 

difficulties. Secure identification solutions that are widely implemented and readily understood are needed 

to address the challenges associated with using the Internet [10,11]. Ongoing research in IdMS is confronted 

with a slew of difficulties in striking a balance between usability, privacy, and security [12]. End-user 

liability incentives are required as a result of appropriate frameworks that bring these sometimes-separate 

elements together with technological solutions that offer liability incentives to end-users. There has yet to be 

suggested and created a workable method for mutual authentication in which both users and providers are 

needed to submit credentials, and in which the providers are authenticated to the users and vice versa. 

Several significant obstacles to IdMS have been highlighted in the literature, with the majority of them being 

related to design, usability, integration, privacy, security, trust, cost, and acceptance [13]. 

People, consumers, end-users, and service providers all have a difficulty in determining the desired results 

and expectations for their respective situations. As a result, further research may reveal what has to be 

negotiated between users and service providers to properly capture the expectations that are required for the 

creation of effective identity management systems [13]. A causal model may be created and evaluated to 

better understand the problems and requirements of IdMS from the viewpoint of its users. 

 
Fig ii: Privacy concerns in User adoption of IdMs 

 

FUTURE IN THE U.S 

Given its varied economic, demographic, and political settings, identification systems are a critical part of 

sustainable development strategies in the United States. Comprehensive identification systems showing 

significance can provide a wide range of benefits for corporations and companies, especially when they are 

automated [14,15]. These include making it easier for people to gain access to benefits and rights and to 

receive services, as well as enhancing the efficiency of public management, strategizing, and delivery of 
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services [15]. Furthermore, early data indicates that identification systems may help the government save 

money by reducing fraud and loss in transfer programs, enhancing administrative efficiency, boosting tax 

collection, and creating new income streams [16]. Because of this, the adoption of strong and inclusive 

identification systems at the national scale has the potential to provide significant financial benefits for 

private sector businesses. However, much like with the public sector, determining the direct economic 

impact of identification systems on private sector companies may be difficult to determine. 

Access management will continue to increase in extent and breadth in the USA, influencing trends in 

identity management from the next generation. The future of IAM will be further reshaped by the continuing 

adoption of innovations like IoT, Cloud Solutions, and artificial intelligence [16]. Safeguarding digital 

identities is becoming more essential as digital identities grow more prevalent. To remain competitive, 

businesses must adapt to changing demands [16,17]. This involves adopting identity management systems 

that are compatible with their present business requirements while also allowing them to adapt to future 

developments. 

 

ECONOMIC BENEFITS TO THE U.S 

The continued growth of the Internet economy in the United States is dependent on the proper management 

of online identification information. When it comes to identity management, it is essential in a variety of 

settings, including the enterprise, e-commerce, and government, since it underpins corporate operations and 

services, as well as enabling digital interactions and transactions from the viewpoint of the consumer. 

Identity and identity management systems (IdMS) are a major research subject in the identity and identity 

management fields [17]. Expanded income levels and revenue-generating possibilities for privately-held 

businesses across sectors may be facilitated by robust, widely utilized identification systems, which can do 

this via the following means: An increased identifiable customer base When it comes to accessing public 

and commercial services that need evidence of identity, the absence of identification papers is a significant 

impediment [18]. As a result, expanding the reach of strong identification systems has the potential to 

expand the client base of businesses across a wide range of sectors. 

Digital, interoperable, and queriable identity systems may assist to minimize customer attrition by lowering 

the transaction costs that customers incur while confirming or authenticating their identities [19]. 

Furthermore, when such systems assist businesses in more accurately assessing risk, they not only aid in the 

prevention of fraud, but they also help to reduce the number of false positives (low-risk customers who are 

mistakenly allotted a high-risk score) and turned down transactions as a result of inaccuracy in the 

verification process [20]. For example, in the United States online retail sector, businesses lose $118 billion 

in revenue in a given year as a result of unjustified transaction cancellations, relative to a loss of $9 billion 

due to actual fraud. 

Due to the increasing importance of digital identity in the online world, identity management systems 

(IDMS) have become critical components for the product development and advancement of secure, reliable, 

and user-friendly IdMS, which is essential in establishing trust in applications such as e-commerce. The 

introduction of IdMS has, as a result, brought about fundamental changes to electronic transactions; as a 

result of this, academics recommend that further study into IdMS studies should cover the interactions 

between people and systems. The importance of digital identity systems in the commercial sector is almost 

as significant as in the public sector. Many businesses, including those that provide banking services, 

telecom providers, online business platforms, aviation services, and others, must validate and confirm the 

identifications of their users at different points throughout the customer lifecycle to transact with them and 

provide services. In many cases, a government-issued or recognized credential, such as a national 

identification card, passport, or another document, serves as the source of legitimacy for a customer's 

identity. In areas where authoritative evidence of identification is difficult to come by, businesses are more 

likely to have smaller accessible client pools, higher administrative costs, and more fraud risks than in other 

areas. 

 

CONCLUSION 

The main aims of this research were to determine and empirically analyze the factors that influence IdMS 

user adoption. The results of the research indicate that IdMS will be an alternative and appealing option for 
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managing and preserving online identities on the Internet in the future, as predicted. But the overall adoption 

and user acceptability of the IdMS artifact will be driven by end-users’ ideas, perceptions, and requirements 

as well as the impact of these on users' behavioral intentions towards IdMS. In this research, we discovered 

many significant variables that influence peoples' behavioral intentions to use IdMS. These factors include 

usefulness, simplicity of use, task–technology fit, trusting attitudes, confidence in the Internet (including 

information sharing), privacy concerns, and cost. In this reonrd, the IdMS user adoption model will be 

critical in improving user acceptance rates, assessing technical areas, ensuring effective implementation, and 

developing security and privacy regulations. In addition, this study serves as a springboard for future 

investigation and offers a helpful lens through which to examine people's ideas and perceptions in the 

context of the adoption of IdMS and developing technological innovations at an early stage of adoption, 

respectively. 
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