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ABSTRACT

This paper describes an efficient technique of reversible watermarking for protected templates of biometric
authentication system. Tag based searching is used in authentication that reduces searching time. RST
invariant features of fingerprint image are used to crate tag. Whirlpool hash method is used to generate hash
code which is further used as watermark embedded in biometric fingerprint image. This technique improves
speed of verification. This technique improves security of biometric authentication system.
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I. INTRODUCTION

Uniqueness of the biometric features plays important role in fingerprint authentication system. The digital
transmission of biometric data considered as flexible and cost effective communication models. But most
important drawback of it is, such data may be duplicated very easily without introducing any quality
degradations to the content. Digital watermarking technique is used to resolve this problem. This does not
allow anonymous users to access unauthentic information without owner’s permission. Any anonymous
person can access the system if the database of templates has been tampered. This unauthentic biometric
data can compromise the authentication system. Every human user has a limited number of biometric traits
and hence for security reasons stolen traits cannot be reused for authentication.

Thus, revocability of a fingerprint data is a serious problem for any biometric authentication system. To
solve this problem, it is necessary to authenticate the protected templates stored in a database.

There are many techniques of template protecting introduced to impart revocability to biometric traits. These
techniques are categorised as feature transformation based techniques and biometric crypto system. In
feature transformation methods, unprotected biometric features transformed by using key specific transform
function that used to generate protected template, which is then stored in database. At the time of
verification, query biometric features are transformed by using identical key and by a specific transform
function. It is then matched with the database protected templates. These types of authentication systems can
be spoofed easily by using stolen protected template.

In order to make security of protected templates strong, an efficient reversible watermarking technigue with
tag based searching is proposed. It improves the speed of verification and security.

I1 METHODOLOGY
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Figure 1: User Enrollment Process in Biometric
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AUTHENTICATION SYSTEM
A. STEPS IN ENROLLMENT PROCESS:
a) Select fingerprint image from database.
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Figure 2: Fingerprint Image for Enrolment

b) RST features of the fingerprint image are calculated as:
i) Rotation: The new coordinates of a point in the x-y plane rotated by an angle 6 around the z axis.
Here (x,y)= T {(a,2)},
Where, T is the rotation transformation.
X =acos 0 - zsin 0
y =asin 0 + zcos 0

i) Scaling: If x-coordinate of every point multiplied by positive constant Sx, then this
transformation expand or compress every plane figure in Xx-direction. Here T is scaling
transformation.

X = Sxa

y =Syz

iii) Translation: A translation is used as vector T = (Tx, Ty) and transformation of coordinates is
used as

X=a+TX

y=z+Ty

ﬁ >Figure 2 L= Ehz - ﬂ
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Figure 3: RST Image

c) Tagis calculated from entropy of rst fingerprint image by using formula:

Entropy= Y; P,.Log,P;
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d)
e)
f)

9)

Where, Pj is probability that difference between two adjacent pixels is equal to i, and Log: is base 2
logarithm.
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Figure 4: Tag Output Window
Tag is stored into database.
Whirlpool hash algorithm is used to generate 512 bit digest from input fingerprint image.
Whirlpool hash algorithm:
1) The algorithm use an input image with a maximum length of bits in image less than 2256 bits
and it produce an output as 512-bit message digest.
The input value is processed in the form of 512-bit blocks.
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Figure 5: Block Diagram of Hash Algorithm
The processing of input consists of following steps:
Step 1: Append the padding bits:
The message padded .Padding bits in the range of 1 to 512.The padding contain single 1-bit and
number of 0-bits
Step 2: Append length.
256 bits of block is appended to the message. This block is unsigned 256-bit integer.
Step 3: hash matrix initialization.
The hash Hi is an 8X8 matrix.
It is used to hold intermediate and final value of hash function. The matrix is initialized as zero
matrix.
Step 4: Output of hash algorithm is 512 bits.
Reversible watermarking technique is used to watermark whirlpool hash in the fingerprint image and
produce watermarked fingerprint image
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EMBEDDING ALGORITHM

Insert binary hash code into fingerprint image by following method:

1) Calculate difference between twice of each pixel value and value of adjacent pixel of image up to size of
image.

2) If this difference is more than 1 and below than 255 and adjacent pixels value are not odd then embed 1
at Isb of first pixel and watermark bit at Isb of second pixel

3) Otherwise embed O at Isb of first pixel and watermark bit at Isb of second pixel.

4) If this difference is less than 1 and more than 255 then no change in pixel values.

6) After embedding data into image, watermarked image store into database
Blrigurel I i s t—
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Figure 6: Watermarked Image
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Figure 7: Enrolment Done

B. VERIFICATION PROCESS

Fingerprint -
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Figure 8: Verification Process for Biometric Authentication System

a) Take Query fingerprint image from database which is not enrolled, used for verification process.
B rioure 2 = =
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Figure 9: Query Fingerprint Image
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a) RST of query fingerprint image is calculated
Figure 2 Lglélg‘
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Figure 10: RST of Query Fingerprint Image.
b) Calculated RST features and entropy of query fingerprint image from this tag is created.
c) This tag is used for tag base searching.
d) Tag of query fingerprint image and tags stored in database is matches.
e) If tag is matched then Hash code is generated from query fingerprint image to produce hash code of the
query fingerprint image.
B Figure 2 = =9 X

DEaEd S| |[READWS < -

Tag Matched

oK

Figure 11: Tag is matched
f) Take watermarked image from database and extract watermark by following process:
1) Read adjacent pixels of watermarked image.
2) Set Isb of both the pixels to 1.
3) Calculate difference between twice of each pixel and adjacent pixel of image up to size of image.
4) If this difference is more than 1 and below than 255 then multiply Isb of first pixel by 1.
5) If Isb of first pixel is 1 then
5.1) multiply Isb of second pixel by one and this Isb value is watermarked bit.
5.2) set Isb of first pixel to 0, we get first pixel of original image.
5.3) set Isb of second pixel to 0, we get second pixel of original image.
6) If Isb of first pixel is O then
6.1) multiply Isb of second pixel by one and this Isb value is watermarked bit.
6.2) set Isb of first pixel to 1, we get first pixel of original image.
6.3) set Isb of second pixel to 1, we get second pixel of original image.
7) After watermarked extraction, we get hash code.
8) Compare hash code of watermarked image with hash code of query image and its matching score is
more than and equal to threshold value then person is authenticate otherwise unauthorized person and
verification is done.
Figure 1 =& e
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Figure 12: Verification Massage
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Tablel. Average BER for Different Attacks on Watermarked Fingerprint Image
Attacks Average BER of Samples

No attack 0.00

Gaussian Noise 0.5442

Blur 0.4687

Rotation 0.4859

IV. CONCLUSION

To solve problem of security of protected template, reversible watermarking technique is proposed and it is
implemented on biometric authentication system. This technique enhanced security of biometric
authentication system. To check authenticity and reduce burden on biometric authentication system a tag
based searching is used. Applied tag based searching improved speed of verification.
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