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ABSTRACT

Today security concerns are on the rise in all area such as
organizations, educational institute etc. The number of frauds an

grave damage to the victim. The protection of digital ide g more and more crucial. The use of

password for authentication is no longer sufficient and icatiomschemes are necessary factor in
keeping security of your system. Authentication sch i d important subject for network
security, because it is usually used to protect se formation to restrict the access of
precious resources for legal users only. Several es have been proposed, soma of which are

very difficult to use and others might not meet co curity concern. So it has become crucial to have in
depth knowledge of all authentication can choose best among them as per user’s
requirement. In this paper we have first es of accounts user can have based on their
reats to the authentication. Second part of paper
describes different types of authe tion schem d their applicability by studying on their pros and cons.

biomﬁ:, and security attacks

on scheme have continued domination on all other authentication scheme, as user
f it. As in every area web technology moves ahead by leaps and bounds, research have
asswords are plagued by security problems. With increased need for more and more security
o traditional password schemes have been emerged. To progress, we must better systematize
the knowledge that we have regarding all authentication methods we have as an alternative to our traditional
password based scheme. This paper will detail, discuss and compare benefits and challenges of available
authentication schemes. So that user can better understand which scheme can better fulfil his security needs. In
11" part of paper we will discuss Problem Definition: different types of accounts user can have and we will
divide the spectrum of accounts by value. What is Authentication? And common threats to the authentication
methods. In the 111" part of paper we will discuss different Authentication Techniques and their types. In IVt
part of paper will conclude the paper.

PROBLEM DEFINITION

Before discussing Threats to authentication, first we will discuss types of accounts user may have and their
security requirements.
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ACCOUNT TYPES

As per survey conducted it is concluded that, a normal internet user, on an average have at least 5 to 6 accounts
intended for different needs. All accounts don’t have requirement for stronger authentication. As per need,
frequency of use and value of account, we can divide the spectrum of accounts by value. Requirements of
increased complex implementations for trusted authentication and authorization of users in local and web-based
services due to higher amount of participating components (e.g. service providers, databases, security etc.) are
increasing now a day. The four levels of authentication [1] defined by NIST are given as below:

m Level 0- Special Purpose accounts: user may create it for testing, participating in a pseudo-anonymous
conversation thread, or making a one-time purchase without saving payment credentials

m Level 1- Routine accounts: They are intended to be long-lasting and to protect something of value but do not
carry a risk of large financial or reputational loss. An example would be a subscription to ag'© I|ne _newspaper.
Little or no confidence for identity credentials is required (there is no need for identity proofi sufficient
with a simple password challenge response protocol.)

m Level 2- Identity accounts: They are widely understood to represent users. Exa
moderately large following or an account at an online store with saved credit car . S some
confidence in identity credentials. It provides single factor remote network authentication. is level there is a
need for identity proofing and secure authentication protocol to prove the i
m Level 3- Sensitive accounts: An individual’s primary email or onlin
have severe and unforeseen consequences in case of loss of data, ei
confidences in identity credentials are required.
m Level 4- Very high-value transaction accounts: They are speci

for irrevocable actions such
igh protection. Very high
confidence in identity credentials is required

COMMON THREATS

People are reactive about security; it’s importan h effort as necessary to reduce risk to an
acceptable level. There are possibilities to_have ve to passwords, but transition costs would be
difficult. So, we systematically list the co

¢ Dictionary attack: The attackers have acc small dictionary of words that likely includes the
s and searches for a word in the dictionary that is

consistent with the recorded ¢ unicati?
in page ser that looks like one they’re used to, and trap user to enter their
credentials (username, password, it card number , etc.) at that fraudulent website that looks exactly same

as the original webgs ters credentials to the fraudulent site, attacker record the user’s
credentials and use

e Brute-force At perates every possible password permutation and uses it to attack on real
passwords attack, brute force attack offers better coverage but require more time or

processing p

¢ Shoulde fin ackers aco ire knowledge ofa partlcular user's credentials through direct observation, or

Table -1: Attacks, Attack Enablers and Countermeasures

Enablers of Attack Countermeasures to attacks
- Unlimited authentication attempts - Account timeout/ Auto lock
- Weak credential policy - Restricted no. of authentication attempts
- Static authentication - Non-Static authentication
Shoulder surfing Attack - Low alertness of user - Awareness of user about security policies
Brute-Force Attack - Access to credential resources - Enforce file access permission
- Weak credential Policy
Man —In-The-Middle - Clear text communication channel - Encrypted communication channel
Attack - Weak cryptography
Replay Attack - Clear text communication channel - Encrypt and Time-stamp authentication information
Credential Decryption - Weak Cryptography - Strong Cryptography
Attack - Weak Credential Policy - Strong Credential Policy
- Incorrect Implementation of cryptography - Credential Implementation Check
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e Social Engineering: Social engineering includes any technique used to trick people into divulging their
credentials or private information to untrusted parties. Social engineering can also be done using other means,
such as through phone calls claiming to be from the user's bank, credit card Company, or tech support.

o Malware: Malware (i.e., malicious software) includes any unauthorized software that is installed without a
user's informed consent. Such software has a malicious purpose, and can include viruses, worms, and ActiveX
or JavaScript components. One category of malware is intended to gather confidential information, including
user credentials, from the computer on which it is installed. For example, key-loggers record keyboard input,
while mouse-loggers and screen scrapers capture mouse actions and the contents of screen memory, then
either send this information back to the attacker or otherwise allow attackers to retrieve it.

o Replay Attack: Attacker captures an authentication sequence transmitted through the network by an authorized
user and then replays the same sequence to the server to get himself authenticated.

e Credential Decryption Attacks: Attacker use tools whose aim is to break the encryptio
used to encrypt credential information. Later he uses these credentials for fraudulent use.

gorithm that was

attacker attempts to capture TCP/IP transmissions, because they may contain inf
passwords or content of an email message.

AUTHENTICATION TECHNIQUES

Authentication is a vital subject for network security, because it is us to pr@ sensitive and important
information or restrict the access of precious resources for legal only. Authentication is defined
as the verification of the “identity of a user, process, or de equisite to allow access to
resources in an information system” Authentication i rmation Assurance (1A),

We classify authentication mechanisms according i ries; Strong authentication can
combine one or more of the following authenticatio

I. KNOWLEDGE BASED AUTHENTICATI

Knowledge based authentication technique :
Something you know (recall based): Users m rrectly enter their secret to authenticate themselves.
e.g. Passwords, PIN

Something you recognize (reco
and the user must correctly
pre-selected images from

e the Secret. It includes Graphical passwords where users must recognize
fall into this category. On successful selection of proper images user is

ATION SYSTEM

alphanumeric passwords derived from a character set for ex: ASCII character
dering of the English alphabet and includes 128 characters: 33 are nonprinting
conflicting requirements: the selection of passwords that are easy to remember and,

Graphical passwords are based on the idea that people are better at memorizing graphical passwords than text-
based passwords. It is more difficult to break graphical passwords using the traditional attack methods such as
brute force search, dictionary attack, or spyware. The graphical user authentication (GUA) system requires a user
to select a memorable image and the specific sequence of click locations. Images with meaningful content will
support the user’s memorability. Graphical passwords can be divided into four categories, following table
summarizes all the schemes ordered by their date as follows[3]:

i. Pure Recall based Technique (Drawmetric scheme):

In this system user creates his password having pictures, and while login user reproduce his password, without
using reminder marks of the system. He has to reproduce his password by memorizing it. It includes various
pass points. Pass points are the various points which are used to create one particular shape. The shape which
user enters while login must be correct as he entered while creating account to access the account. It may include
visual drawing on predefined grid cells. Draw-A-Secret (DAS) is one such earliest scheme. In DAS, a user is
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asked to draw a simple picture using a mouse or stylus. For a successful login, the user needs to re-draw the
picture. However, there are some restrictions on drawing which impact on the usability performance of DAS,
such as ensuring every stroke is off the grid lines and redrawing in the exact position. However, the password
space of such schemes is small as users prefer to draw symmetric images and with less number of strokes.

ii. Cued Recall Based Techniques(Locimetric scheme):

Here, the system provides a framework of reminders, hints and gestures for the users, i.e. system provides
images to user, and user selects locations within one or more images to reproduce their passwords or make a
reproduction that would be much more accurate. To create password in such systems, users is given with an
images and user select locations within one or more images. The location which user chooses is in specified zone
in image which is termed as a password click point. The right clicks points and their correct order are required
for successful authentication.

iii. Recognition based schemes (Cognometrics schemes):
In Cognometric schemes [4][5], during registration phase, the system provides a large portfi

o of images and
becomes

challenge set of password images and decoy images displayed by the system. Resea
users can remember their password after one or two months”

iv. Hybrid Schemes

Hybrid schemes are typically the combination of two or more schemes or
may have combination of textual and password based authentication i . es are used to
overcome the limitations of a single scheme, such as shoulder surfing
will provide a detailed description of these schemes, as given belo

Il. TOKEN BASED AUTHENTICATION SYSTEM

A Token based system [6] is based on “something yi

hardware token, authentication token, security toke aphic token or simply token. It is
used to prove one’s identity electronically to access r be used in combination with passwords or it
can replace passwords totally. E.g. Smart Cards, rage door opener, a driver's license, credit
card, a university 1D card etc. The token based sys wo factor authentications, which uses elements or

authentication. Like a password,
system can use token as a secur

age devi ining passwords, such as smart card. Some systems can use
eypadsdo allow entry of pin or can yields one-time passcodes i.e. generate a
key which can be either time-Synch us or challenge-response . Some token based systems are also designed

between token and cli
defences include t S packaging and special hardware that disables the token if it is tampered with or
if the number [ empts exceeds a chosen threshold. Uses of knowledge based techniques
to enhance the monly involved in Strong authentication solutions. For example, ATM cards are
A token can provide three major advantages when combined with a password.

te multiple passwords. So user gets free from remembering multiple, changing
member only single password needed to access the token i.e. A single sign-on

s or theft detection as its absence is observable.
s added protection against man in the middle attack and denial of service attacks. For a
d system, an attacker can dictionary for number of passwords to crack system, but with token,
steal token as well, this is more difficult.
Main disadvantages of a token are inconvenience and cost.
1. Equipment cost is higher than a password as it requires a reader. Because of vulnerability to theft, a single-
factor token cannot be used in wide.
2. A token plus biometric combination has similar security characteristics to a token plus password. However,
this combination is more costly due to two required readers, and it may be less convenient.
Here we have mention different forms of token, we can use as per our requirements:
Smart Cards
Smart cards are small sized cards that have embedded integrated circuit with dedicated cryptographic operation
and highly secure storage of user credentials and keys.. Smart cards are used for identification and
authentication. Smart cards may include household utility prepayment cards, fuel cards, authorization cards,
ATM cards, Credit cards, SIM cards etc., which has tamper resistant security system with provided security
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services. Smart card based scheme has been widely utilized for various transaction-oriented services such as
electronic currency exchange, social insurance payment and e-commerce payment. As an electronic wallet smart
cards can be used by loading funds to pay to vending machines, merchants.
Software Tokens :
It do not require dedicated physical device to provide strong authentication. This provide more secure two factor
authentication without carrying any additional hardware device. These tokens are software programs that can be
stored on a user’s computer, or on mobile devices such as a cellular phone or PDA. Based on a secret key, the
token generates a one-time password that is displayed on the computer or mobile device. Software OTP tokens
are also available for use with mobile devices.
e OTP (SMS): A One Time Password sent to mobile phones through carrier short messages.
e OTP (Soft-Token): A type of One Time Password that is generated by software application usually installed
on smart phones.
USB Tokens
USB tokens are small handheld devices which uses USB ports for authentication. USB toK

authentication a physical connection between the token and the computer get est
multiple security applications such as secure local and remote network access, web
credential management, and secure transactions

These tokens contain a smart card chip having the advantages of both USB tokens Wﬂan s. These token
uses the USB Protocol, CCID (Chip Card Interface Device), whi a smartcard to be connected to
ing into USB port and entering
token password, Users are granted access. After successful a
token and the computer get established. Now user can use s
file encryption, user credential management, and secure t provides all benefits of smart card and
reader without requiring the separate reader. The maij is it provides the greatest level of
security, versatility, and they enable a broad range ofysecurity ions. only provides physical control but
also provide privacy protections.
Hybrid Tokens
Hybrid tokens provide multiple types of fupncti increases flexibility. Hybrid USB and OTP tokens

based on their physiological or behavioural characteristics. Biometric
of a person depending on his physiological and behavioural

identity authentication. Several Biometric technologies are available in market like
ts, hand geometry, face recognition, voice recognition, iris recognition, and retina

e  User convenience, Non repudiation

e  Supports wide range of applications such as data protection, transaction and web security and Provides the
highest level of security and the dominant security defence is that they are difficult to copy or forge.

The major drawback of this approach is that:

e  Such systems can be expensive, and the identification process can be slow and often unreliable.

e Applying biometrics is its intrusiveness upon a user’s personal characteristic. Moreover, retina biometric
recognition schemes require the user to willingly subject their eyes to a low-intensity infrared light.

e In addition, most biometric systems require a special scanning device to authenticate users, which is not
applicable for remote and Internet user

Biometrics is usually classified as physiological or behavioural types.
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e The physiological type includes biometrics based on stable body features, such as fingerprint, face, iris,
and hand.
e The behavioural type includes learned movements such as voice, handwritten signature, keyboard
dynamics (typing), and gait.
The essential characteristics of biometric systems include aliveness testing, should be tamper resistance and
provide secure communication. They should provide security threshold level. In market numbers of biometric
systems are present now a day; we have listed few of them below:

PHYSIOLOGICAL BIOMETRIC SYSTEMS:

i Fingerprint Recognition: Take prints using infrared light refracted through prism of fingertip. It divides

print into loops, whorls and arches. Minutiae points are calculated.

ii. Face Recognition: User faces a camera and neutral expressions are recorded with reguired lighting and
position but it has high environmental impact.

iii. Hand Geometry: Geometry of user hand is used for identification. It maintai

iv Retina Scan: User has to look straight into retinal reader for retina scan. Reade g low
intensity light into database.

V. Iris Scanner: Iris is colour and visible from far. Scanner scans unigue pattern of iris overcomes
some demerits of retinal scanner. ,

vi.

V4

a

@& ©
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g
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Figure 2: Behavioural Biometric Systems:

CONCLUSIONS

In this paper, we have studied three main types of user authentication schemes.

Knowledge Based Scheme: it commonly referred to as having password Pin or secret. It support authentication
by secrecy or obscurity for example combination lock or computer password. Its security defence is by keeping

it close. This scheme is easy to use, more acceptable, widely used for almost every application but at the same
time it is less secret with each use.
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Token Based Scheme: It support authentication by possession of a token, for example a metal key or ATM
card. Its security defence is by holding it closely. It provides more security than passwords as attackers have to
steal it physically, and its appearance is visible, so in case of theft, user can take appropriate actions
immediately.

Biometric Based Scheme: It is based on identification of person and it supports authentication by uniqueness
and personalization. Forge resistant is its security defence. Examples of biometric are fingerprint, iris scan etc.
We can say that the security drawback is it is difficult to replace.
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