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ABSTRACT

Digital media causes extensive threat in terms of piracy of copyrighted material.
Consequently, watermarking has been widely studied as a component of Digital Rights
Management (DRM) and protecting Intellectual Property Rights (IPR). The ways and means
are required to detect copyright violations and control access to these digital media. This has
stimulated the development of digital watermarking. Protecting integrity, validity and
ownership of digital multimedia has become a major issue today. Reliable transmission of
data over Internet and verification of originality of this data has become a challenge. This
leads to the need of studying, analyzing and modelling various attacks on watermarked
image. The watermarked image is often subjected to geometric transformation resulting in
degradation of the quality of watermarked image. Comprehensive study and analysis of
geometric attacks is carried out to study its effect on degradation of the quality of
watermarked image.

KEYWORDS: Digital Image Watermarking, Geometric Attacks, Modelling,
Watermarked Image.

INTRODUCTION

Digital image watermarking is represented in Fig.1. It involves embedding a pattern called as
watermark W in an image | to mark ownership. The image in which watermark is to be
inserted is referred to as host image, original image or cover image. The watermarked image
Iw is the transmitted over watermark channel where it may subjected to different geometric
attacks. The attacks modify watermarked image resulting in degraded image I’w. This
watermarked image is used for extraction of watermark embedded [1-4].
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Fig. 1 Digital Watermarking Representation using Geometric Attacks
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ATTACKS ON WATERMARKED IMAGE

Watermark channel introduces distortion in watermarked image and hence in embedded
watermark. The watermarked image is also likely to be subjected to certain manipulations,
some unintentional such as compression and transmission noise and some intentional such as
cropping, filtering etc. Such distortion or manipulation is defined as attack on watermarked
image [5-7].

Performance of distorted images in image watermarking is tested and judged for robustness
evaluation. Robustness indicates survival of watermark in the watermarked image even if
image is subjected to any distortion or manipulation. The possible attacks are broadly
classified as shown in Fig. 2. These attacks are summarized below.

Attacks on Watermarked Image

1 l 1

Signal Processing Geometric Attacks
Attacks
‘ 1 }
Global Geometric Local Geometric
Attacks Attacks

Fig. 2 Classification of Attacks on Watermarked Image

Geometric Attacks

These attacks are also called as de-synchronization attacks. Geometric attacks are geometric
distortions to an image and include operations such as rotation, translation, scaling and
cropping etc. Geometric attacks attempt to destroy synchronization of detection thus making
detection process difficult and sometimes even impossible. The distortion due to geometric
attack is clearly visible. Geometric attacks are classified basically into two types as global
geometric and local geometric attacks. Global geometric attacks affect all the pixels of an
image in similar manner. The examples include rotation, scaling, translation etc. Local
geometric attacks affect different portions of an image in different ways. These attacks
include cropping, row-column blanking, warping etc. Rotation, translation and scaling attacks
are examples of affine transform. Basic transformations which come under geometric attacks
are listed in table 1 [8-16].

Cropping

Cropping refers to cutting or clipping part of the watermarked image. Cropping is used for
the removal of the outer or inner parts of an image to improve framing, emphasizing subject
matter or changing aspect ratio. Image cropping is a widely used geometric attack on
watermarked image. The process involves removal of even some watermark information
along with image itself. Cropping is the easiest operation among image manipulation
operations. The circumference of watermarked image is cropped from sides. Here minimum
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or maximum pixel value is inserted in the cropped portion. The remaining central part of the
watermarked image is used to extract watermark. Watermarked image can be cropped from
borders or in middle portions.

Table 1. Types of Geometric Attacks

Iig' Type of Attack Description of Attack
Cropping an image from borders or middle portion.
. The portion of an image may be replaced by black or
1 Cropping : . .
white pixels. Cropping process may remove some
watermark information.
5 Rotation Rotating an image clockwise or anticlockwise by

different angles.

Flipping an image horizontally or vertically without
losing any value to realign features.

Blanking different rows and columns in an image. It

3 Image Flipping

4 Row-Column refers to deleting few rows and columns
Blanking simultaneously. This can be achieved by replacing
pixels by maximum gray level.
5 Scaling I\/Iodlfylng aspect ratio of an image. It can be uniform
or non-uniform.
6 Warping Cal_Jsmg significant distortion of shapes portrayed in
an image.
Repositioning an image by applying a shift along a
7 Translation straight line path from one coordinate location to the
other co-ordinate location.
8 Local exchange | Pixel values are interchanged locally. The
of pixels corresponding portions in an image are swapped.
Rotation

The watermarked image is rotated by different angles and still watermark can be extracted.
Image rotation makes co-ordinate axes changed. Without synchronization to orthogonal axes,
one cannot extract watermark correctly. The question of geometrically distorted axis recovery
is to be considered. It is assumed that the distorted axes have been recovered before
watermark is detected. The axis recovery is done for an angle of. Rotation does not destroy
visual content of the image but due to rotation, some pixels move to new positions and
embedded watermark can be removed. The rotation operation performs geometric transform
which maps position (x1,y1) of an input image to a new position (X2,y2) by rotating an image
through an angle theta about origin. Rotation operation is used for pre-processing operation
and to improve visual appearance. The rotation operator performs the transformation of the
form given by following equation.

X, = X1 cosO + y;sinf 1)
Yy, = —Xx4 Sinf + y;cosf (2)
Where

6 : Rotation angle
(x1y1) : Original co-ordinates

(x,,y,) : Transformed co-ordinates
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Image Flipping

It is also called as mirroring an image. This is widely used form of rotating an image with
fixed rotation angle theta. The modelling resembles that of rotation. The image is horizontally
rotated without losing any value to realign its horizontal features. Similarly, vertical flip of an
image is also possible showing similar effects.

Row-Column Blanking

This geometric operation leads to blanking of few rows and columns in a watermarked image
accidentally or intentionally. The pixel values are replaced by zeros making the blanked
portion in an image black. The watermarked image is subjected to blanking of some portion
in an image. If equal number of rows and columns are blanked, the blanked portion appears
to be a square. If unequal number of rows and columns are blanked, the blanked portion
appears to be a rectangular.

Scaling

Image scaling is the process of resizing the watermarked image. Scaling modifies aspect ratio
of an image. Scaling can be applied depending on the demand of storage requirement of an
image. It performs geometric transformation that can compress or expand an image in size.
Expansion is possible by replicating single pixel value or interpolation method. Scaling can
be uniform or non-uniform. Scaling factor is same in horizontal and vertical direction under
uniform scaling whereas uses different scaling factors in horizontal and vertical direction
under non-uniform scaling. Scaling is a special case of affine transformation and represented

mathematically as follows.
__ Fheight

9 height = " X Gwidth (3)
f width
width
Gwiatn =7~ “E X Gheight (4)
height
Where

fwidth » fneigne - Original scale
Iwidth » heignt - New scale

Warping

Warping an image is the process of digitally manipulating the watermarked image. It causes
significant distortion of shapes representing the image. Warping may be used for correcting
image distortion, morphing or for creativity purpose. The modelling varies depending on
warping requirement.

Translation

The translation operation performs a geometric transformation which maps position of each
pixel in watermarked input image to a new position in an output watermarked image. A
translator shifts the watermarked image by a specified number of pixels in either x or
y direction, or both. The origin of image gets shifted to a new location as shown below.

X, =x1 +Ax (5)
Y2 = y1+Ay (6)
Where

(1,y1) : Origin
(x2,y) : Transformed origin
Ax : Shift of origin along x-direction
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Ay : Shift of origin along y-direction

Local Exchange of Pixels

This is a type of geometric attack in which neighboring pixels in watermarked image get
exchanged Pixel values are interchanged locally. There is swapping of neighbourhood pixel
values resulting in swapped image portions.

PERFORMANCE ANALYSIS

Performance analysis for attacked watermarked image is carried out using different statistical
measures. For benchmarking and performance evaluation, visual degradation of watermarked
image due to geometric attack is important. The mathematical analysis is carried out by
measuring various parameters. Following metrics are used as a quantitative measure [17-20].
The notations used are listed below.

I(x,y) : Host image,
Iw'(x,y) : Attacked Watermarked image, and
Nt : Size of an image

Mean Square Error (MSE)
Mean Square Error is the error between host image and watermarked image and is calculated
as follows. Minimum value of MSE is desirable.

MSE = 4 By (106,y) = I (x,y))? (7)

Peak Signal to Noise Ratio (PSNR)
Peak signal to noise ratio is widely used image quality metric and is defined in decibels as

255X255
MSE (8)

PSNR(dB) = 10 - log;,

PSNR is calculated between host image and attacked watermarked image. It is measured in
units of dB. The larger the PSNR value, higher is the quality of the resulting image. This is
widely used parameter for quality assessment of degraded watermarked image.

RESULTS AND DISCUSSION

The degraded images as a result of various geometric attacks are shown in table 2. The
sample images used are Tulip, Lena, Cameraman and Elaine. The results for cropping and
row column blanking attack with varying levels of degradation are shown for Tulip image in
table 3. The results are depicted for watermarked images with PSNR values around 40dB in
the absence of any of these attacks. The sample results are shown for different images are
shown. The quality of watermarked image is degraded significantly. This is observed by
human vision as well as by PSNR values. Successful extraction of watermark from seriously
degraded watermarked image indicates robust image watermarking.
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Table 2 Results for Geometric Attacks

Geometric Attacks

Cropping

g

Scaling

Rotation

Flipping

Row-column
Blanking

Table 3 PSNR values for Different Geometric Attacks

Cropping Attack

Cropping
Ratio

20%

Cropped
Image

PSNR (dB)

13.260

12.000

Row-Column Blanking Attack

Rows and
Columns
blanked

R151-400,
C1-250

R151-500,
C151-500

R51-400,
C51-400

Blanked
Image

PSNR (dB)

o
12.9211

10.0427

7.2347

CONCLUSION

The analysis provides comprehensive study of possible geometric attacks on watermarked
image with mathematical modeling. The results indicate substantial degradation of
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watermarked image in the presence of geometric attacks. The validation is carried out
visually as by quantitative metric. This provides guideline for robustness evaluation for
extraction of watermark from watermarked image.
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