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ABSTRACT o I\

The architecture of two-tiered sensor networks, where storage nodes serve as an interxﬂate t1 etwi Sensors
and a sink for storing data and processing queries has been widely adopted because of the b% power and
e importance 6f storage nodes

also makes them attractive to attackers. This paper we proposed Paillier Cryp
gaining information from both sensor collected data and sink issued querie
cryptosystem is a modular, public key encryption scheme, using this ata¥and query message are
encrypted such that storage node can correctly decrypt messages of an,en: er encrypted data without
knowing their value in the message. To preserve integrity, we pr one using Merkle hash trees
and another using a new data structure called neighborhood chai tegrity verification information so
that a sink can use this information to verify whether the resu a query. contains exactly the data items that satisfy
the query.

KEYWORD —Integrity, privacy, range queries,pailliec.esypt

osystem, sénsor networks.

INTRODUCTION
WIRELESS sensor networks (WSNs) have b
sensing, building safety monitoring, earthqu
have enabled the development of low-
consisting of sensing, data processing,
Networks (WSNs), which represent a

components, make it possible to deploy Wireless Sensor
rovement over traditional wired sensor networks. WSNs can
ration, > as the environment being monitored does not require the
communication or energy infrastructu i with wired networks [1]. WSNs are expected to be solutions for
many applications, such
environmental pollutant

Many sensor network ion-critical tasks and thus require that security be considered [2, 3]. Improper use

of information or ation may cause unwanted information leakage and provide inaccurate results
The a o-tiered wireless sensor networks as shown in fig(1), it consists of a storage nodes

serve as an i een sensors and a sink for storing data and processing queries, has been widely

adopted efits of power and storage saving for sensors as well as the efficiency of the query

proces nodes bring three main benefits to sensor networks. First, sensors save power by sending all
collecte osest storage node instead of sending them to the sink through long Routes. Second, the
sen ory-limited because the data are mainly stored on storage nodes. Third, query processing
beco ficient because the sink only communicates with storage nodes for queries. The storage node faces

serious s ity challenge in hostile environment first, when the storage node is compromised the sensing data from
the sensor nédes, the history of query requests and the corresponding query results are exposed. Second, it may
cause heavy loss when the compromised sensor nodes return fake, forged or incomplete data for a query especially
in military and commercial application. Therefore, developing a privacy- preserving and result-verification
mechanism is of paramount importance, such that the authenticity and completeness of the query results can be
verified as well as the privacy of the sensitive data is protected.
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Fig (1). Two-tiered architecture of WSIN.
LITERATURE REVIEW | N

A Privacy- and integrity-preserving range query in WSNs has been studied in the re tl}gM]. S and Li
proposed a scheme to preserve the privacy and integrity of range queries in sensor networks [4]. Proposes SafeQ [6],
a protocol that prevents attackers from gaining information from both sensor collegfed data and sin ued queries.
SafeQ also allows a sink to detect compromised storage nodes when they misbeh preserve privacy, SafeQ
uses a novel technique to encode both data and queries such that a storage ly process encoded
queries over encoded data without knowing their value. To preserve integrity, wi

sensor networks.
Sheng and Li scheme uses the bucket-partitioning idea propo, al [8] for database privacy. The
basic idea is to divide the domain of data values into multiple buckets, ize of which is computed based on the
, a sensor collects data items from the
ket, and then sends each encrypted bucket
at has no data items, the sensor sends an

along with its bucket ID to a nearby storage node.
e bucket is empty, to a nearby storage node. When

encoding number, which can be used by the sin
the sink wants to perform a range query, it fi
and then sends the set as the query to storage node:
corresponding encrypted data in all th ckets. Th
integrity using encoding numbers.

eiving the bucket IDs, the storage node returns the
ink can then decrypt the encrypted buckets and verify the

Proposed model

The proposed work uses»two techniiques™for privacy and integrity preserving entire range queries in sensor
network. During privacy ervinVnso end data in the form of 3-tuple {id, t, (dO,......... , dn)} and sink also
send data in the form “of le {t, [a.b]} to storage node, all this data items are encrypted using paillier
cryptosystem. Duri grity ‘preserving wecan use a Merkle hash tree and neighborhood chain for verifying

information given e nodesto sink. The proposed diagram of two-tiered architecture of wireless sensor
network as sh in

15
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Where Keis the encryption key Kd is the Decryption key
Ki is the private Key
Fig: 2 Two Tiered Architecture of WSN.
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PRIVACY FOR DATA

Paillier cryptosystem for privacy preserving of query and data. A paillier cryptosystem is a modular, public key
encryption scheme, using this scheme both data and query message are encrypted such that storage node can
correctly decrypt messages of an encrypted query over encrypted data without knowing their value in the messageas
shown below fig 3.

Kd{(Ket [a.b]) over Ke(tid (d0____dn})} Simlc

Fig 3.Idea of paillier Cryptosystem for privacy preserving. o
. . o1 & W \
Encryption and Decryption process of Paillier cryptosystem. \ N
First, we generate public and private key for encryption and decryption. "‘
Key Generation:- 4

1. The Public (encryption) key is (n, g)
Where n=p. q (p & q are two large prime numbers).
g is random integer belong to Z,” .
Zn is a set of prime number.

2. The private (decryption) key is (A, mu). 4
Where A= Icm (p-1,9-1) = (p-1)*(q-1) / ged(p-1,9-1) Q
mu= k™' mod n -
Where=k=L (¢" ™ mod n?), where )= (u-lv

Encryption process:-
1. Let m be a message to be encrypted with
2. Select random, nonzero r where r €Zn
3. Compute the Ciphertext: - g". r" m
Decryption process:

1. Ciphertext C €Zn**,
2. Compute Message m = L(c? " mod n™ 2, mu nmod n.
INTEGRITY FOR DATA
Merkle hash tree and a neighborhood ¢hain e for integrity preserving of data. Using this scheme to generate

integrity verification inforsiation, Sogthatia sink can use this information to verify whether the result of a query
contains exactly the dat that*satisfy the query.To allow the sink to verify the integrity of a query result, the
e to the sink consists of two parts: 1) the query result QR, which includes all the
uery; 2) the verification object VO, which includes information for the sink to

is a complete binary tree over the encrypted data items, and then sends the only root value
pted data items to a storage node. The storage node receives a query from the sink, it first finds
t are in the range and computes the Merkle hash tree (except the root) from the data items. It sends
and the verification object to the sink. After receiving query result and verification object, it checks
the query result do satisfy the query, left and right neighbor of the Merkle hash tree and compute the
root value is same as the root value in verification object. The Merkle hash tree used in our solution has two special
properties that allow the sink to verify query result integrity. First, the value of the root is computed using aThe
keyed HMAC function where the key is shared between the sensor and the sink .Using a keyed HMAC function
gives us the property that only sensor and the sink can compute the root value. Second, the terminal nodes are
arranged in an ascending order based on the value of each data item. Example of Merkle hash tree as shown in fig 4.
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QOucrv Rosule
Eis 1. Merlcle hash tree for eimht data iterns.

Where Function ‘h’ is a one-way hash function such as MD5 or SHA-1

NEIGHBORHOOD CHAIN:- "\

In the neighborhood chain scheme sensor sends encrypted data item to the storage nodeﬂleito‘@ nod eives a
query from the sink, it first finds the data items that are in the range. It sends the y fesult andithesverification
object to the sink. After receiving query result and verification object at the sink, gt checks data itemis in the query

result do satisfy the query and The corresponding verification object only consists o ht neighbor of the largest
data item in the query result. Example of neighborhood chain as shown in fig 5. o
(A0 1Dk (1 [3)ki¢3 |SOkiC5 |7iki | 7|9 ki (9| A6 ki
— Range [2.5] —
Ouerw Fesult SWerification Object
Fig 5. Example of WNeighborhood chain

N d

CONCLUSION
In this paper we propose paillier Cryptosystem fo lirte range queries in two-tiered sensor networks in a
i uses the techniques of public key encryption
scheme, Merkle hash trees, and neighborhgod chaining. s of security, paillier Cryptosystem significantly
strengthens the security of two-tiered se

from obtaining a reasonable estimation @n the a
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