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ABSTRACT & %

Steganography is the art of covered or hidden text message. The purpose of steg Wert communication-

to hide the existence of a secret message from a third party. This @a a high-level technical
ir\ e

N
introduction to steganography for those unfamiliar with the field. It isedi nsi¢ computer examiners who
need a practical understanding of steganography without studydnto the mathematical, although references are
provided to many of the ongoing research for the person who_nee ants¥additional detail covered by audio-
video file. Although in this paper gives a historical contf nogtaphy, the significance is on digital
applications use anti Forensics technique, focusing on hiding iaformation line audio and video files. Examples
for tools of software that employ steganography to hid inside of agdio-video file as well as software to detect
such hidden files will also be presented. Suitable al@ is used for image steganography suitable
parameter of security and authentication is like PSINR, Hiistogrami.are obtained at transmitter\sende and receiver side

which are exactly identical, hence data securi n be eased. This paper focus on the idea of computer anti
forensics technique and its use of video steg%rap in bo estigative and security manner.
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INTRODUCTION \ !

Steganography is the art of 2vered orhid ififormation. The purpose of steganography is covert communication
to hide a secret message a third, pagty. This differs from cryptography, the art of secret message, which is
intended to make a mes eaddble by a third party but does not hide the existence of the secret communication.
Although steganograph t and separate from cryptography, there are many analogies between the both, and

ram; PSNR; Computer anti Forensics; Authentication

steganogr
file, called

e. In summary[4].
edium = (hidden_data + carrier + steganography_secrate key.)

system is provides audio-video cryptostegnography which is the combination of audio-video
using anti Forensics Technique as a tool to authentication. Stenography is the method of hiding any
secret message like password, text and image, audio behind original cover file[2]. Original message is converted into
cipher text by using secret key and then hide into the LSB of original file. The proposed system is provides audio-
video cryptostegnography which is the combination of image steganography and audio steganography using anti
Forensics Technique as a software tool to authentication. The main aim is to hide secret data behind image and
audio of video file[1]. As video is the tool of many still frames of audio and video, we can select any frame of video
for hiding our secret information. Suitable algorithm such as LSB is used for frame of video steganography suitable
parameter of security and authentication like PSNR, histograms are obtained at transmitter\sender and receiver side
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which are exactly identical , hence data security can be increased. This paper focus the idea of computer anti
forensics technique and its use of video steganography in both investigative and security manner[2].

LITERATURE SURVEY:

COMPARISON OF EXISTING SYSTEM

In existing system for any site we use password and username in textual format .When we use this format to any site
there is changes getting hacking of the data when sending data from client to server for validating. If we use text
format then it readable to anyone. Next time encryption algorithm used for to prevent the hacking of the data. Now a
days there are deferent encryption algorithms are used. This technique is not scent to now a days. So now we
develop new technique for securing data when we transferring data for client to server weéPuse the video

steganography. Which is more powerful technique for transferring? data for client to server. “ P

A A Y
PRESENT SYSTEM IN USE ) |
The most basic form of user authentication, particularly on the Web, is the password entic prot@col. This

method of authentication forces you to remember username/password combinatioﬁo access acc
sections of a website. While elective and in some ways fundamentally a p;(of online se
authentication protocols fail when you don't address them seriously. This m
and maintaining secrecy. This also means that entities implementing pass
passwords in some way. Next use to Storage and Encryption When yo

or special
ty, password
cting complex passwords

tiggtion must safeguard
hentication, you must
server security, someone
e password "hashing," which

can break into the database and read the passwords. One way to
involves running the password through a hash algorithm that pro
stores the hash value instead of the password itself. If the database is
and have no idea what the passwords are. However, hashing

ched, the attacker can read only the hashes

in this sense exists only due to the inherent weakness aif text pas d authentication. The glory of Internet
and its merits are being highly masked by the drawback C h it. Of them the prime issue is Internet
vulnerability, leading to data modi_cation and dataghefts. Many Web applications store the data in the data base and
retrieve and update information as needed ove e this type of disadvantages developed an video
stegnography. \ V

FLAWS IN CURRENT SYSTEM

In the _rst and second step, program ‘we accept er audio and convert it into samples.Then we apply spread
spectrum stenographic algorithm hide the ecrypted data in audio frame. In third and fourth step we hide

authentication logo in _xed frame ang, re
repeated in reverse manner :

ss the rnet and get the information globally spread on the websites. Upon receiving a
e. server requests the user ID and password to prove whether the user intends to be

frames to from stego-audio. At receiver end above steps are

BUSINESS CONTE)
Nowadays, users cg
request for infi

authenticate or not. However, there are several malicious activities that could possibly make the
authenticagion able. One of those is a web phishing, in which an attacker attempts to acquire sensitive
informatio usegnames, passwords, and personal information such as credit card number or registration
number. udio-video cryptography is used for data hiding stegnography for transferring data from
o) to ina
Table: Literature survey
Paper Name Author Method Algorithm Addvantage Disadvantage
Image Encryption And | Prof.shen Scan Method Encryption Loss less En- It can not used
Decryption chen,ron-gjian Decryp- cryption Of Any multimedia
(2003) chen tion Algo- Image,Security system.
rithm can be incre-ased using
more
encryption loop
Data hiding binary Prof.min Digital Wa- Data Hid- It Can Stored Low Secu-
image for Authonti- wu,Prof. termarking & Data ing of Bi- data in digital rity.Digital Data
cation and annota- bede liu Hiding nary Image form can be easly
tion(2006) Technique access.
Data Hiding in Prof. P. watermarkig, data hid- 1t iS used To It cant be used
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Image and Video Part Diaco- modulation and ing algo- framework sys- audio _les.It
IFundamental nis,Profs. multiplexing, rithms.divied tem.It used Lay-ered Can Not Men-
Issues and B. Dick- shuffe. structure of sion Size of
Solutions(2008) inson, E. data hiding. hidden data.
Cinlar,
and S.
Kulkarni
Application Of data Prof.Sunil Steganography, LSB High Security Future work Not
Hiding in Audio Video | kmoon, Authentication Algo,AES provided.Secure Mentioned
using Anti- Prof. of Frames Algo,RLSB Data transfer
Forensics tech Rajeshree D Algo for _nancial
For Authentica Raut purpose.
-tion and
Dasecrity 2014
A 4 "
PROPOSED SYSTEM: ‘
In existi . . . o
n existing system for ay site we use password and username in textual format .When m&e this at to any
site there is changes getting hacking of the data when sending data from client to_ gerver for validating. If we
use text format then it readable to anyone. Next time encryption algorithm used o prevent the hacking of

the data. Now a days there are different encryption algorithms are used. This tm'qu not sufficient to now
a day. So now we develop new technique for securing data when we transferri &Vﬂt to server we
li

use the video steganography. Which is more powerful technique for tran ing d t to server?
SYSTEM ARCHITECTURE: [ . YN
B e )

Decode Authentication mage
from wvideo frames file

ELE

)
];
J

[ Decode Text from Audio File J

JL

[ Rcad Docoded Taxt ]

Server Application Receiverside Encoding

s —

, \‘ig 1.System Architecture

ation behind image and audio of video le. As video is the application of many
io, we can select any frame of video and audio for hiding our secret information.

sBris used for image steganography suitable parameter of security and authentication
btained at receiver and transmitter side which are exactly identical , hence data security

it (LSB) based steganography:

most common type of steganography is LSB (least signi_cant bit). The one's bit of a byte is used to
encode the hidden information. Suppose we want to encode the letter A (ASCII 65 or binary 01000001) in the
following 8 bytes of a carrier file.

01011101 11010000 00011100 10101100

11100111 10000111 01101011 11100011

Becomes

01011100 11010001 00011100 10101100
11100110 10000110 01101010 11100011
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2)AES ALGORITHM FOR ENCRYPTION:

AES is based on a design principle known as a substitution-permutation network, and is fast in both software and
hardware. Unlike its predecessor DES, AES does not use a Feistel network. AES operates on a 44 column-major
order matrix of bytes, termed the state, although some versions of Rijndael have a larger block size and have
additional columns in the state. Most AES calculations are done in a special finite field. We use 128 bit key for an
AES cipher which specifies the number of repetitions should be 10 cycles' transformation rounds that convert the
input, called the plaintext, into the final output, called the cipher text. Each round consists of several processing
steps, each containing four similar but di_erent stages, including one that depends on the encryption key itself. A set
of reverse rounds are applied to transform cipher text back into the original plaintext using the same encryption key.

Random Least Signi_cant Bit(RLSB)

Image steganography, is one kind of steganographic system where the secret message is hidder image
with some kind of hiding strategy. The conventional image steganographic algorithm is the Lea gnicgant Bit
(LSB) algorithm, the advantage of LSB is its simplicity to embed the bits of the message dir into the L’ plane
of the cover image and many applications use this method. The storage of informatioths in leastsfgni_cant
bits of the image does not a_ect the image in a greater scale and hence the changeinot erceive the Human
Visual System (HVS). LSB embedding when applied to the pixels of an image &uentj@lly makeftt easy for any

intruder to uncover the information, hence the bits can be embedded in a randﬁls igh to present a more secured
way of information hiding.
FLOW OF EXISTING SYSTEM : \
AT THE SENDER SIDE:
arat

Choose Audio-Video file: k)

Following are the steps for selecting a specific audio-video file a S \of audio and video part are
explained.

1.Select any available format audio-video file in which user ts to hid

2.Apart the video and audio from the Video file using s ic Software.
3.Then save the give audio files and video files isolatj w
Hiding Frame in Video (Sender)
Following are the steps for insert a secret ima, one ofithe selected video frame are give below
1. Choose the video file and read the videofile. V
2. Now play the video. K

eo Fil
4 Choose the random frame in which the user want'te hide Image in it.
5. Choose the encrypted image in wWhich the user want to hide
6. We use data encryption Using AE
8.Now extract the give he e pte age byBitand image with 240 using “bitand” function.
9. Reverse the give p o Isb by dividing by 16.
10. The given resh

3.We See No Any change in the Give
7.Then extract the most si cant bit of the frame by bitand frame with 240 using “bitand” function.
matrix in whic ch row vector bit’s by two last 4 bits of the given frame bit.

crypted message is take.
rt to ASCII format
hiding key.

4. Translate eachan every audio sample into 8 bits sequences.

5. From each sample read first two MSBbits and convert it to decimal.

6. Addthe given secret bits into a specific position refer using the last method.

7. Same Process will be conducted until the secret bits are changed.

Creating stego Audio-Video file

Combine stego audio and stegovideo file by using specific software. then we get Stego audio-video file is the
combination of Data and original file at the transmitter side.
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AT THE RECIVER SIDE

Recovering data from Audio(Reciver)

1.Read the stego audio file from the given stego audio-video at receiver.

2. Select the frame number(the frame number should be same at transmitter at receiver side then only the
authentication process start else it gets terminated)

3.To recover the authentication image from the selected frame bit AND the frame data with 15.

4.Authentication image data is available at LSB of frame is recovered.

5.Select the authentication image at receiver side compare recovered authenticated image with the selected image.
6.If both the images matched , then only user can recover the text behind audio else process is terminated.

7.Audio Recovery Yy 4

8.Read athO File. o R oo
9.0pen this stego audio file in read mode. L 2 %
10.Read wave file's first 40 bytes of header. ) |
11.Then read all its data after 40th byte and close file. o

12.Recover the size of identity key from LSB of .wav file. Recover identity key frorﬁrth LSB b1 WAV
file.message to the end user
message to the end user

CONCLUSION:

Data hiding in audio-video file with the help of computer forensic
the secret information. We are working on hiding image and text b
any video file at sender side and computer forensic techniqueséat recet
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